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XEEMr (Semantic) -3%FW) (Heuristic) -LE##ERAT (Comparison) DOFEICEDEIRENLOSYIOEAEDE (RIVFHREN) (CTWeb

KEZRESIRBZREEUET,

XTolly GroupiRiEfSR

Tolly Group(3. R &= OKERETM#EI U CEPRH(CTOHERNERHSNTL
F9. I3VRTUYIOWAFLY U THRALTWSCOCEP™ HE#D& M.
2014%Tolly Group&DiRiEan. 1AM 1% (false positive)BLUMAIEE(false
negative)z&/INRIINZSNIABE DR VW IREIRH R 2 REI(CSEBAZN TULE
ED

WAF Effectiveness with Default and Maximum Security Policies
Using 1000 Attack Samples
(as reported by custom script )
Vendor Default Security Settings Vendor Maximum Security Settings
1,000 1,000
@ 800 @ 800
° K
£ £
& 6w g 600
5 k)
_fg 400 E 400
€ €
3 3
Z 200 Z 200
0 0
WAPPLES Vendor X ‘WAPPLES Vendor X
M True Positive W False Negative
Note: WAPPLES used PCI/DSS policy for Maxi security ¢ ion. Vendor X security consisted of enabling all signatures on the system.
Green denotes that no data was compromised by the WAF, while red denotes that the attack was successful.
Source: Tolly, October 2014 Figure 1
-— o g1 eyl oy
TAMMER COCEPHE#H#Em Xt
W R 89.9% 75.7%
El=l 37
FRARRNER 4% 29%
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A1 Awizlynx GrouptREfEsE

wizlynx Groupld. Z1 RIEHREF1VT(BEFIBETHD. RYMNI—-IEF1UF1
ABOEFIEORVEFEETY ., 75U RTUvIE. 2020E7HOWASP.
OSSTMM(Open Source Security Testing Methodology Manual).
PTES(Penetration Testing Execution Standard)EOEHSREECEDE
WebtF 1T HEEEEEZ 1T, 1,738 —ADWebIEZ I N THERA TEALEE

BHENFL.
# Vulnerability Type BlockedPayloads Block Rate
1. SQL Injections 599 /599 100 %
2. Cross-Site Scripting (XSS) 600 /600 100 %
3. Path Traversal 20/20 100 %
4, 0S Command Injection 519/519 100 %

* 1) —*

4DDEBRKETHBSQL Injection. XSS. Path Traversal. 0S Command Injection
DWAFRIFI—HE, 1,738BDRA0—-ROIARTEIOYILELIZ. OWASP 2017 hwf10
D35, 8DIFWAFICEDIIERINE/METFETHD. 22(EWeb7 VT —23> 7—FF0F vDHfESS
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Cloudbric WAF+(%., RENKOFQDNSMBLUE— IR RS5Ty50 2 DDA DEHEDE THIET T HBERUET . 2HIT5> %MD
I, A—LALOBERTFIIT, - P—ERHRHUTED. SR LOMIE BERME. tF1US(BASL IR Z- A CHDE TRRCRIR TS

HEIRTEEY

REENSR . B# fFER
FQDNZ  AIBAHA H—EBS H—ERBS
Economy Standard ~1Mbps 1 ¥68,000 ¥28,000 ¥319,200
Economy
Economy Plus ~5Mbps 1 ¥68,000 ¥58,000 ¥661,200
Business Standard ~10Mbps 3 ¥96,000 ¥110,000 ¥1,254,000
Business
~50Mbps 5 ¥192,000 ¥130,000 ¥1,482,000
High Performance 100 ~100Mbps ¥192,000 ¥180,000 ¥1,987,200
High Performance 200 ~200Mbps ¥350,000 ¥325,000 ¥3,588,000
High High Performance 300 ~300Mbps ¥350,000 ¥420,000 ¥4,636,800
'9 IR
Performance | jioh performance 400 ~400Mbps ¥350,000 ¥515,000 ¥5,685,600
High Performance 500 ~500Mbps ¥350,000 ¥575,000 ¥6,348,000
High Performance 1000 ~1Gbps XEAEFR XEAEF X EAEER
%1 Y—EXRE(CE, Cloudbricy AT LAER EA R5F. tF1U7¢ - RIS -8B, {ELHE. SHVEDEWEENSENET .
X2 WIRRE A BERIC&AFRERHT. BERIEOEE, RENRER. RETRICIUE 2 D17 ERAR)S —OIERR S LUEA. BT — ROERMIRF TOYR-NENSENET,
%3 High Performancel000 75> SDREMNREDIESIROTS> OWHEIE A EA (L. RETRE0FQDNE THEAINET, COBF. FFIEABERICLZ/EEOE AR (.
AERERHEFFRREZHI(CLDERDF T,
- BEEZRHIBFESIEAR - U—-CRBIIROEB~ZRAD25BRITHD. T FVRIIEESN TV AREN SEE TIBINA]
- FFRAZZHIRFEZNEAR] | BEZHNERHITOIERTHD. BT FHEEIN TOSRETREETIBIR]
21FQDNI F DIREX I SR2 %I dimE(E. NEMEA IICTREI D7 TLAZBINE T,
¥4 2FFUCHBNTTEZHT OO -I8 RS T4 FIRMED50% %889 3355, AT AR EIEESEDRIEETEE A,
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Cloudbric WAF+(&, 201585 —E2OU)-ZLEE. FMiNELUEFIUTAOEIEZRHHN. R L 127 I-XCTREHBUFEUZ,
Cyber Defense Magazine Infosec Awards 2019 ‘Hot Company Website Security’

Asia-Pacific Stevie® Awards 2018 'the Innovation in Technology Development' Silver
Info Security PG Awards 2018 ‘Startup of the Year’ Silver Gartner

Cybersecurity Excellence Awards 2018 "Website Security(Cloudbric)’ Bronze

Cybersecurity Excellence Awards 2018 ‘Cybersecurity Project of the year(Cloudbric Labs)’ Gold
SC Magazine Awards Europe 2016 ‘Best SME Security Solution’ Vendor in the Gartner WAF

No.1 WAF Recognized on the Hot Company in
Web Application

APAC Region Magic Quadrant :
Firewall
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overall Security is only as strong as its weakest Link.”
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Pantascury

enterprise * iot - blockchain

KOREA  www.pentasecurity.co.kr
GLOBAL  www.pentasecurity.com
JAPAN  www.pentasecurity.co.jp

CHINA  www.pangi.tech

CYBER
TN\ : l * TU-Automotive SECURITY 4’[\\
Internationa * AWARDS BXCELLENGE CDM 5 DSS
un v Transport Forum % AW Gartner labs )* H Ve
* % = N1
Cyber Security Awards loT-based Smart Security Member of the TU-Automotive Awards Cybersecurity Hot Company in SC Magazine Europe Recognized on the ICSA Labs The First and Only PCI-DSS
Application Security 2020 Innovation Award 2020 International Transport Best Auto Cybersecurity Excellence Awards Web Application Best SME Solution Gartner WAF Certified WAF CCEALA4 Certified Compliance
Forum CPB Product/Service 2019 Winner 2018 Security for 2016 Magic Quadrant WAF
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