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Figure 5: Frost 1Q Matrix 2015 —Web Application Firewall Vendors
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WAF Solutions Market Performance in Asia-Pacific
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Magic Quadrant for Web Application Firewalls
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Prioritize Enterprisewide Encryption for Critical

Datasets

Publshed: 28 June 2017 10 GOO321161

Anatyst(s): Brian Lovwans

User Advice: Organizations should use FA 10 better understand thek unstructured data, Including
whers it resicles and who has access o t. Data visualization maps created by FA can be presented
tother parts of the crganization and be used to batter idantify the valus and risk of the data,
enabiing IT, to make decisions
regarding classification, information gavernance, storage management and content migration. Once
Known, redundant, oudated and trivial data Gan be defarsibly delated, data can ba migrated or
quarantined, and retention poicies. can be applied o other data.

Business Impact: FA 1ools reduce risk by Identifying which fies reside where and who has access
0 them, They support remeciation in areas such as the elimination or quarantining of sensiive data,
identtying and protecting intellectual property, and finding and elimnating redundant and outdated
Gata that may lead 1o unnecessary business risk. FA Shiinks Costs by reducing the amount of data
stored. It also classifies valuable business data so that it can be more easily leveraged and
analyzed, and it supports e-ciscovery efforts for legal and regulatory investigations. In adition. FA
products feed data inlo cororate relention intiatives by using fle aftibu

Benefit Rating: High
Market Penetration: 5% 10 20% of target audience
Maturity: Adolescent

Sampie Vendors: Active Navigation; Bloomberg: Gapax Discovery; Hewlett Packard Enterprise;
1BM {StorediCl; Kazoup; Komprise; STEALTHbits; Varonis; Veritas Technoiogies

Recommended Reading: *Market Guide for File Analysis Software

“Organizations Will Mee! 10 Tackle Three Challengs

o Curb Unstructured Data Giut and Meglec!
“How to Move From Data Negligence to Effective Storage Management®

*Infermation Goverance Gets Real; Four Case Studies Show the Way Out of Information Chans®

*Overcome Data Gravity and the 'Heavy’ Bits That Keep Data Fram Moving'

*Market Guide for Data-Gentric Audit and Protection®

—————
Analysts By: Brian Lowans, Joerg Fritsch

Definition: Format-preserving encryption (FPE] is used to pratect data at rest, in use and when
accessed through applications while maintaining the original data length and structure. It s used to

Data Security Standard applications. FPE should be deployed as part of a broader data security
governance approach that balances business needs against appropriate security controls.

Benefit Rating: Moderate
Market Penotration: 5% 10 20% of target audience

Maturity: Adolescent

Sample Vendors: Dataguise; Gemaito; HPE: Mentis; P
Thales e-Security

PKWARE; Protegri

Recommended Reading: *Deveiop Encryption Strategles for the Server, Data Center and Cloud®
‘Develop an Encryption Key Management Strategy or Lose the Data*

‘Protecting PIl and PHI With Data Masking, Format-Preserving Encryption and Tokentzation®
‘Market Guide for Data-Centric Audit and Protection”

“Market Trends: Database Security, Worldwide, 2017

Analysis By: Bart Willemsen

Definition: Privacy by Design (PbD) is a set of universal privacy principles and mandatory in sever
jurisdictions, including Europe and Canada. PO s about protecting privacy proactively by
‘embedding it into technology (for example, application or customer intaraction design), as well as
into procedures and processes (through, for example, privacy impact assessments). There is no
commonly agreed-on definition of what PbD entails. One of the more widely used definitions is the
‘one trom the Information and Privacy Commissioner (IPC) of Ontario,

Position and Adoption Speed Justification: Since the EU passed the General Data Protsction
Regulation (GDPR), which explicitly demands PbD (which is called *dat: 4 <

by default), privacy professionals and procuct vendors have intensifid the debate as to what
“privacy by design” actually means, justifying a position that is a little post-peak. Whie
comes into force on 25 May 2018, in the meantime recommendations and regulators' opinions are
bringing further clarification. and vendors have started arguing that their products are designed with
PO in mind.

Yet it is not a new concept. The term "privacy by design" was introduced in the late 1990s, but did
ot gain widespread recognition beyond the circles of privacy professionals. The Information and

Defining Cloud Web Application and API
Protection Services

Published: 2 Ootnner 2077 1D GOOAAFIFY

Analystisk Jeraimy D'Honme

HDD controllers manage the flow of data 1o the physical drive media typically included gs part of
storage product offerings. These offer bulk storage encryption and scale in proportion to the
number of HODS, with ul bandwidth requirements. HDD co—mollerencry:uun can reduce
complexity by retrofitting sing existing HOD i Most products are
‘compliant with KMIF

Recommendation: Use HDD controllers 1o ratrofit existing or new installations, and typically cffered
s alicanse to existing storage solutions.

Use Gases: Provides buk encryplion a rest, but doss not provida any acosse controland has
\ce benelfit, because it ly against loss or theft of tha media from the data

center,

ee

Sample Vendors: EMC, Fujtsu, HF, IBM, Oracle, Sy

Er

e aorE T far T8 BB o target the protection of unstnctured data typicaly offe both il
encryption and TOE for database management systems (DBMSs) at rest. Vendors typically provide a
centralizad interface or the ability to encrypt multipie DBMS piatforms and ofter SOD through the
management of access control lists (ACLS), typically linked through AD. Some vendors aiso provide
APIs, which offers TDE to applications accessing DBMSs or unsiructured fies, such as SAP and
Microsolt SharePoint, A few retational DBMS (RDBMS) vendors have native TDE encryption tocls,
such as MariaDB, Microsolt SQL Server, MongeDB, PostgreSQL, Oracle and Sybase, but the keys
are accessible and managed by the DBA. However, most enterprises use mulliple instances of
RDBMSs from different vendors, making their selections unattractive.

Recommendation: Usa this encryption when specific files, DBMSs or other common file types
need o be encrypled. Protectes files can be stored on-premises, in data centers or in the public
cloud

Use Cases: Provides targeted encryption to mitigate the need for breach notfication requirements
‘even if the storage media is lost or stolen. When combined with acoess contrals through
apphcations and endpaints, this Gan privent Access by adminstrators of unauthorzed users, TOE
does not prevent access to DBAS

‘Sample Vendors: eperi, Gemalto, HPE, IBM, KSign_Pent Protegrity, PKWare,
Quintessencelabs, Security First, Townsend Securl ety

vendors ara now offering products that mask data on presentation to application users, in
Gombination with FPE or tokenization. This concept means thit the sensitive fiekds ans replaced with
randomized data that has the same format as the onginal data. Competition is growing, and sevaral
Vendors have introduced new Products into this market during the past few years.

Traditional approaches o using column-level encryplion are stil avasable, but are less commonly
used. These products do not maintain the field structure, which may inferfera with the database
operation requiting schema changes or software changes to applications. A few RDBMS vendors
have native column-level encryption toots, such as Microsoft SOL Server, PostgreSQL. Oracle and
Sybase, bul the keys e accessible and managed by the DBA, However, most enterprises use
multiple instances of RDBMSs from different vendors, making their selections unattractive.

Regardisss of the technology, these tools can affsct database and application performance through
problems that include key management standards, indexing, schema changes or connection
pogiing.
Recommaendat
ADBMSs.

n: Use third-party encryption praducts ta enabie EKM of multiple-vendor

Use Cases: Provides targeted encryption to mitigate the need for breach notification requirements,
if the storage media is lost or stolen, This can prevent access by database, system or T
admnisirators, and provides access resinclions o dalabase and application users.

Sample Ven
Techmogies Nelt

per, DBSec, eGlabal Systems, Gemallo, HPE, IBM, KSign, Lisison
enta Sacurty Systems. Protegiy, Taies & Sscurty

Enterprises continue to expand ther use of public-cloud-based SaaS. Protecting sensitive data to
mest data residency and cempliance requirements has led 16 the use of prOduEs that include
searchable-encryption sigorithns, FPE or tokenization offered by cloud data protection gateways
(CDPG) and CASBs. Hewever, protecting the sensitive data may affect the processing abity of &
cloud-based service. For example, FPE or tokenization can be used to enable indexing, searching
and sorting, in combination with external tables.

Cara s required when using searchable-8ncryption algorithens, because the vendor's particular
impiementation will result in weakened secusity with unquantified risk of cryptanalysis. However, al

will result in lost  for numeric calculations performed in
the cloud. Protection can be performed within an on-premises gateway appliance or & hosted
apuhan:e which interfaces with SaaS appiications as 2 reverse praxy. Altematively, endpoint
products can operate on the endpoints and use a forward proxy.
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