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80% of cars will be connected by 2020
Gartner Market Trend Report, January 2016

Gartner states that by the 2020, roughly 80% of new vehicle
models will have built-in data connectivity. This new channel has
great potential as an attack vendor for hackers.
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NIC : Network Interface Controller
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+ AutoCrypt® V2X: Vehicle-to-Anything

+ AutoCrypt® PKI: Public Key Infrastructure
+ AutoCrypt® KMS: Key Management System
« AutoCrypt® AFW: Advanced FireWall
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AutoCrypt® v2X

BEEfE. BEEE S > ISHFAEEREREHIIRI. AutoCrypt® V2XEAutoCrypt PKIKDEMULSEEAS 25
L. ITOh 3T,

= HEhERE. BEECEDEMF(RSU : Road Side Unit)fH. BIRLES S AT AMTZEMBEMHIIORSD. BS{LHEEZIRM

= AutoCrypt® V2X(3. IEEE1609.2* OEEIEBErF1UTHIEZEMEEL. CAMP VSC3*(CHHL

» BEHRBERFELLYINIITOED1-I)LZERL. BEER. 2OMAT S 1) MRS REEHIIEERES AT LeiRfit

BINEMES ®
(RSU : Road Side Unit) AutoCrypt® PKI
((i))) @ Distribute A
Certificate ' —
‘ ~e

@ Distribute Certificate "E‘ a
‘A. @ V2N Secure Communicatiol

m ‘ : m =
®@ V2V Secure Communica ~
V2I Secure a g
. - L]
Communication
IRIAEMES

(RSU : Road Side Unit)

* IEEE1609.2: Wireless Access in Vehicular Environments--Security Services for Applications and Management Messages
* CAMP VSC3: Crash Avoidance Metrics Partnership - Vehicle Safety Communications 3
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AutoCrypt® PKI

CA : Certificate Authority
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AutoCrypt® KMS (2/3)
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Application Layer

Microcontroller
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Device Hardware Hardware
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AutoCrypt® KMS (3/3)

A—MF—(AUTOSAR)ICHIET HAutoCrypt® KMS

SECOC

(Secure Onboard Communication)

*
AutoCrypt® KMS Application Layer

= o=t

/0O Hardware

Abstraction

Onboard Memory Communication
Device Hardware Hardware
Abstraction Abstraction Abstraction

Microcontroller

Complex
Drivers

Pantascouany 17 [SL4




raYWa
AGTOCRYPT 'I ]

year Anniversary

AutoCrypt® AFW (1/3)
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AutoCrypt® AFW (3/3)
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